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Abstract—Internet of Things is expanding the network by
integrating huge amount of surrounding objects which requires
the secure and reliable transmission of the high volume data gen-
eration, and the mobile relay technique is one of the efficient ways
to meet the on-board data explosion in LTE-Advanced (LTE-A)
networks. However, the practice of the mobile relay will pose
potential threats to the information security during the han-
dover process. Therefore, to address this challenge, in this
paper, we propose a secure handover session key manage-
ment scheme via mobile relay in LTE-A networks. Specifically,
in the proposed scheme, to achieve forward and backward
key separations, the session key shared between the on-board
user equipment (UE) and the connected donor evolved node B
(DeNB) is first generated by the on-board UE and then securely
distributed to the DeNB. Furthermore, to reduce the commu-
nication overhead and the computational complexity, a novel
proxy re-encryption technique is employed, where the session
keys initially encrypted with the public key of the mobility man-
agement entity (MME) will be re-encrypted by a mobile relay
node (MRN), so that other DeNBs can later decrypt the session
keys with their own private keys while without the direct involve-
ment of the MME. Detailed security analysis shows that the
proposed scheme can successfully establish session keys between
the on-board UEs and their connected DeNB, achieving backward
and forward key separations, and resisting against the collusion
between the MRN and the DeNB as the same time. In addition,
performance evaluations via extensive simulations are carried out
to demonstrate the efficiency and effectiveness of the proposed
scheme.

Index Terms—Handover, Internet of Things (IoT),
LTE-Advanced (LTE-A) networks, mobile relay, secure
key establishment.

I. INTRODUCTION

W ITH the proliferation of various enabling technologies,
many small objects that surround us can be inte-

grated into the Internet in one form or another, which is
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called the Internet of Things (IoT) paradigm [1]. The third
generation partnership project (3GPP) has identified machine
type communication (MTC) to be one of the facilitators for
IoT in LTE-Advanced (LTE-A) networks [2], [3], and the
highly penetrated portable electronic devices (smart phones,
tablets, etc.) are regarded as common contact points or gate-
ways for the large-scale deployment of IoT devices [4], [5].
Advanced transportation (high-speed trains, buses, trams, cars,
etc.) which are moving along the rails/roads and equipped
with various sensors and enough processing power, are per-
fect candidates for the real-time environmental monitoring
and mapping, which is an indispensable part of IoT [6], [7].
For the information and data collected by the on-board sen-
sors, they can be aggregated and processed by the on-board
units, and then transmitted to the Internet by on-board mobile
devices. In the meanwhile, the mobile devices which belong
to the passengers are also responsible for managing the small
scale autonomous networks, and the constant wireless broad-
band network access is mandatory for these on-board mobile
devices [8], [9].

However, for public transportation, due to the fast moving
well-shielded carriage, data transmission will suffer from high
penetration path loss, severe Doppler frequency shift, and low
handover success rate caused by a large number of on-board
mobile devices performing frequent handovers simultaneously.
To circumvent the above problems, the concept of mobile relay
is proposed in the 3GPP in LTE-A networks [10]. A mobile
relay consists of an outer antenna mounted on the top of the
moving transportation providing a wireless backhaul with a
donor evolved node B (DeNB) located along the roadside,
while the wireless connection to the on-board users is realized
by the inner antenna installed inside the carriage [11], [12].
As such, the Doppler effect in this network scenario can
be mitigated by referring to the speed and track informa-
tion [13]. To increase the handover success rate, the mobile
relay node (MRN) represents all the user equipments (UEs) to
conduct handover, as a result, the heavy traffic loads caused
by the handover can be released [14], [15].

From the perspective of mobile operators, the deployment
of MRNs may introduce heavy capital expenditure due to the
large quantity of public transportation, and bring high oper-
ating expenditure owing to their moving characteristics [16].
Meanwhile, the public transportation companies may have a
high motivation to install their own MRNs on the top of their
public transportation to improve the on-board experiences of
their passengers and the quality of the IoT-related services,
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and it can further gain more reputation and economic prof-
its. Despite the countless advantages brought by the MRNs,
there still exists many practical challenges in real applications.
One crucial challenge is the emerging threats and difficulties
in session key establishment between the on-board UE and the
DeNB during the handover process [17].

In the 3GPP LTE-A networks, the session key established
between one UE and one DeNB, aims to protect the integrity
and confidentiality of the control-plane signaling, and the con-
fidentiality of the user-plane data transmission [18], [19]. In
the evolved packet system (EPS) of the LTE-A networks, the
session key generation is based on the simultaneous key update
of both the UE and the DeNB during the handover process
according to a key chaining counter [20]. However, there exist
many problems related to this key management scheme. One
of the potential threats is the desynchronization attack caused
by manipulating the key chaining counter, and this type of
attack may leave the subsequent session keys vulnerable to
be compromised [21]. Especially in our MRN scenario, on
the one hand, the on-board UEs may experience frequent han-
dover, and the probability of the desynchronization attack may
increase. On the other hand, the untrusted third-party owned
MRN can store all the messages it received-and-forwarded,
and the corruption of a chain of session keys can poten-
tially lead to the devastating effect of the leakage of all the
transmitted messages. Furthermore, the frequent handover may
also bring in heavy computational pressure to the MME in
the core network, due to the frequent fresh keying material
generation.

To protect the secure data transmission between the on-
board UEs and the DeNBs, a new handover key management
scheme needs to be devised. For the on-board UEs, the
proposed scheme should be able to protect the confidentiality
and integrity of the data transmission. From the perspective
of the DeNBs, if one DeNB is compromised by a rogue base
station attack, the corrupted DeNB should be isolated from
the network. And the establishment of the large amount of
session keys should also not introduce heavy computational
load and severe handover latency. From the perspective of
the MME, the key establishment process should not introduce
heavy computational burden. For the MRN, the ultimate goal
of the deployment of the MRN is to bring high quality wireless
access service to the on-board UEs, and the MRNs can also
be involved in the session key establishment process without
revealing the content of the session keys.

Motivated by the above-mentioned analysis, in this paper,
we devise a novel secure handover key management scheme
in LTE-A networks, when the MRNs are owned by third
parties. With the proposed handover key management scheme,
each on-board UE can successfully establish its session
key with the DeNB during the handover process while
guaranteeing the forward and backward session key separa-
tions. Specifically, the main contributions of this paper are
threefold.

First, instead of updating the session key at both the
on-board UE and the DeNB sides, the session key is generated
by the on-board UE itself and delivered to the DeNB. Thus,
the DeNB can achieve perfect one-hop forward/backward key

separation and resist against the desynchronization attack.
While in the EPS key management scheme, the forward sepa-
ration is achieved on a two-hop basis and the key management
process is vulnerable to the desynchronization attack [20].

Second, the session key generated by the on-board UE is
encrypted by a universal public key, i.e., the public key of the
MME, and there requires no public key transmission of the
connected DeNB. The location information of the target DeNB
is also exploited in the session key encryption to avoid collu-
sion between the mobile relay and the compromised DeNB.
Since the target DeNB cannot decrypt the received message
encrypted by the public key of the MME, the MRN re-encrypts
the received messages into messages that can be decrypted by
the target DeNB without revealing the contents of the estab-
lished session keys. Furthermore, as the MME is not involved
during the session key establishment process, the proposed
scheme introduces no computational load to the MME.

Finally, to validate the effectiveness of our proposed han-
dover key management scheme, we conduct numerical exper-
iments. We first implement the cryptographical results using
Java, then we examine the computational delay with respect
to the number of MRNs and the number of UEs, and the
communication overhead and storage load are also analyzed.

The remainder of this paper is organized as follows.
We introduce the system model and security requirements,
and identify the design goals of this paper in Section II.
In Section III, we briefly review the LTE EPS handover
key management, and recall the bilinear pairing and proxy
re-encryption techniques as preliminaries, which will be uti-
lized in subsequent sections. We propose our handover key
management in MRN scenario in Section IV, followed by
security analysis and performance evaluation in Section V
and in Section VI, respectively. We give related work in
Section VII, and finally conclude this paper in Section VIII.

II. SYSTEM MODEL, SECURITY REQUIREMENT,
AND DESIGN GOAL

In this section, we introduce the system model, present the
security requirements, and identify our design goals.

A. System Model

The mobile relay network scenario under the 3GPP LTE
architecture is composed of the access domain (evolved uni-
versal terrestrial radio network) and the core domain [evolved
packet core (EPC)] [20]. The access domain consists of on-
board UEs, MRNs installed on public transportation, and
mobile relay capable DeNBs, as shown in Fig. 1. The DeNBs
are connected to each other through the X2 link, while the
DeNB and the MME is connected by the S1-C link [20]. When
public vehicles or trains are moving forward, the UEs located
inside the carriage maintain their connections to the network
by communicating with the MRNs which are moving along
with the on-board UEs. While at the same time, the MRNs
communicate with the fixed DeNBs located near the roads
or railways. In the core network domain, we only take the
MME into consideration, and the functionalities of an MME
includes performing mutual authentication with the UEs on
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Fig. 1. System model under consideration.

behalf of the EPC and taking control of mobility management
of the UEs.

When an on-board UE communicates with one DeNB
through the cooperation of an MRN, it may roam out of
the coverage area of the current DeNB, and then connect to
another DeNB. The 3GPP LTE network supports two types
of handover, i.e., inter-MME handover and intra-MME han-
dover. Since the inter-MME handover occurs between the UE
and MME by running full EPS authentication key agreement
(EPS-AKA) procedure, without the involvement of any sig-
naling transmission between DeNBs, we only consider the
intra-MME handover process and focus on the wireless links
between the DeNB and the on-board UEs. Under this mobile
relay network scenario, the on-board UEs conduct intra-MME
handover between two neighboring DeNBs with the help of
an MRN which is moving along. When a group of on-board
UEs roam to the coverage of a new DeNB, new session keys
need to be generated and established to protect the security
of the radio access links between the on-board UEs and the
new DeNB.

B. Security Requirements

A secure handover key management mechanism is one of
the most important processes for the successful practice of
an MRN. In our security model, we regard all the entities
in the EPC and all the on-board UEs as trustable. Since the
MRNs are owned and deployed by the third parties instead of
the operators in this network scenario, the MRNs are consid-
ered to be untrusted. All the messages transmitted between the
DeNBs and the on-board UEs are received-and-forwarded by
the MRNs, the MRNs can eavesdrop, modify and replay the
received messages. Furthermore, the DeNBs are also viewed
as untrusted since they reside in the open environment, and
the adversaries can launch some active attacks to corrupt the
DeNBs. Therefore, the following security requirements should
be satisfied in the secure handover key management.

1) Secure Session Key Establishment [22]: During the han-
dover process, a secure session key between each on-board UE
and the DeNB should be derived and established to protect
the confidentiality and integrity of the transmission in the

radio access link. The MRN should not disrupt the secure
session key generation and association or achieve the session
keys shared between the on-board UEs and the DeNB, even
though it is capable of eavesdropping, modifying or replaying
the messages passed through.

2) Backward Key Separation: For any connected DeNB,
it is computationally infeasible to derive the previous ses-
sion keys based on the current session keys shared with
the on-board UEs. If one DeNB is corrupted, without the
previous session keys, the messages transmitted between the
previous DeNBs and the on-board UEs cannot be decrypted,
and the attack can only compromise the transmission of the
corrupted DeNB.

3) Forward Key Separation: Given the session keys shared
between the on-board UEs and the connected DeNB, the
DeNB is not computationally feasible to know the future
session keys after the subsequent handover. Forward key sep-
aration prevents a corrupted DeNB from compromising other
future DeNBs, and keeps the security breaches as local as
possible.

4) Collusion Resistance [23]: For any compromised
DeNB, even though the malicious MRNs owned by third-
parties possess sufficient storage and computation capability, it
is computationally infeasible for a collusion coalition between
a corrupted DeNB and a malicious MRN to recover any of
the previous and afterwards transmitted messages.

C. Design Goals

Based on the aforementioned system model and security
requirements, our design goal is to develop an efficient and
robust key management scheme during the handover process.
Specifically, the following objectives should be achieved for
the key management scheme during handover.

1) Security: The above-mentioned security requirements
should be satisfied in the devised handover key management
scheme. According to the previous statement and analysis,
without taking the secure handover key management scheme
into consideration, the real application of the MRNs is not
even possible. Thus, the proposed handover key management
scheme should simultaneously guarantee the secure session
key derivation and association, achieve forward and backward
key separation, at the same time, resist collusion attacks in the
mobile relay handover scenario.

2) Efficiency: The security handover mechanism should not
introduce heavy computational load to the MME, due to the
keying material generation and update caused by the simulta-
neous frequent handover of the large amount of on-board UEs.
For the on-board UEs and the target DeNB, the proposed han-
dover key management scheme should not introduce heavy
computational and traffic load, and the latency caused by
the session key establishment should not degrade the user
experience of the on-board UEs.

III. PRELIMINARIES

In this section, we first make a brief introduction of the EPS
handover key management mechanism, which was originally
presented in 3GPP release 11 for LTE networks [20]. Then we
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Fig. 2. Message flow during intra-MME handover.

recall the cryptographic techniques: bilinear pairing and proxy
re-encryption, which function as the basis of our proposed
handover key management mechanism.

A. Review of EPS Handover Key Management

During an intra-MME handover process, it is the task of
the current source eNB to provide the next hop (NH) session
keys shared between the target eNB and the roaming UEs,
and the session key transfer is realized by the secure X2 link
established between eNBs [21]. To ensure backward key sep-
aration, the source eNB generates the next-hop session key
K∗

eNB for the target eNB based on the current session key KeNB
by applying a one-way hash function, which is also called the
key derivation function (KDF)

K∗
eNB = KDF(KeNB, α) (1)

where α denotes the physical parameter related to the target
eNB, and the above key update process is also denoted as
the horizontal key derivation. However, after several horizon-
tal key derivations, a set of session keys are linked to each
other, which is known as the handover key chaining, and the
current session key could be derived from the previous eNBs.
To guarantee forward key separation, the vertical key deriva-
tion is introduced. After each intra-MME handover process,
the MME provides fresh keying material NHNCC to the target
eNB for the NH session key generation

K∗
eNB = KDF(NHNCC, α) (2)

where NHNCC represents that the NH key has been updated
next-hop chaining counter (NCC) times, and the current secu-
rity association between the target eNB and UE is based on
the value of NCC value. And the value of NHNCC and the
initial value NH0 are generated as follows:

NHNCC = KDF(KASME, NHNCC−1)

NH0 = KDF(KASME, KeNB) (3)

where KASME is the first intermediate key used to protect the
security of the NAS layer. Thus, a two-hop-based forward key
separation is maintained, that is, the source eNB cannot derive
the following session keys after two handovers. Fig. 2 depicts

the message flow during an intra-MME handover process, by
implementing the vertical key derivation.

In the proposed handover key management scheme, a desyn-
chronization attack may happen to disrupt the update of
the NCC value in message (2) or after message (6). To
be more specific, if an eNB which is compromised by an
adversary through physical, host, and network protocol vul-
nerabilities, when a UE is connected to the compromised
eNB, the compromised eNB can disrupt the update of the
NCC value, which results in the desynchronization of the
target eNB. The desynchronization attack leads the target
eNB to give up the forward key separation, and only able
to perform the horizontal key derivation, in which a set of
session keys can be linked to each other. To reduce the loss
brought by the desynchronization attacks, root key update is
an efficient way to prevent further session key exposure [21].
However, the frequent root key update involves the transmis-
sion of the UE’s identity, and it introduces heavy traffic and
computation load to the MME in the core network, espe-
cially in this MRN scenario with the involvement of tens of
on-board UEs.

B. Bilinear Pairing

Let G and GT be two multiplicative groups with the same
prime order q. The bilinear map e : G × G → GT has the
following properties.

1) Bilinearity: ∀g, h ∈ G, and ∀a, b ∈ Z
∗
q, we can derive

the equation e(ga, hb) = e(g, h)ab.
2) Nondegeneracy: There exists at least one g, where g ∈ G

and one h, where h ∈ G, which satisfies the condition
that e(g, h) �= 1GT

.
3) Computable: ∀g, h ∈ G, there is an efficient algorithm

to compute e(g, h).
In group G, the computational Deffie-Hellman problem is
computationally intractable, i.e., given (g, ga, gb) for g ∈ G

and unknown a, b ∈ Z
∗
q, it is computationally infeasible

to calculate gab in polynomial time [24]. While the deci-
sional Diffie-Hellman problem is easy to solve, i.e., given
(g, ga, gb, gc) for g ∈ G and unknown a, b, c ∈ Z

∗
q, it is easy

to determine whether c = ab mod q by checking whether

e(ga, gb)
?= e(gc, g).
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Fig. 3. Message flow in MRN scenario when UE handovers over from the source DeNB to the target DeNB.

Definition 1: A bilinear parameter generator Gen denotes
a probabilistic algorithm that takes a parameter related to κ

as the input, and gives a 5-tuple (q, g,G,GT, e) as the out-
put, where q is κ-bit prime, G, and GT are two multiplicative
groups with order q, g ∈ G is a generator, and e : G×G → GT

is nondegenerated and computable bilinear map.

C. Proxy Re-Encryption

Proxy re-encryption technique is a cryptographic technique
which allows a proxy to alter a ciphertext encrypted for one
entity into a new ciphertext which can be decrypted by another
entity. Assume User B encrypts a message with the public key
of User A, and it can only be decrypted by the private key of
User A. If User A permits User C to reveal the content of
the message encrypted by the public key of User A, User A
distributes the corresponding re-encryption key rkA→C to the
proxy. And the proxy transforms the ciphertext encrypted by
the public key of User A into a new ciphertext which could
be decrypted by the private key of User C. Meanwhile, the
proxy server is not able to read or reveal the contents of the
underlying messages [25].

IV. PROPOSED HANDOVER KEY

MANAGEMENT SCHEME

In this section, we introduce our proposed secure handover
key management scheme in the MRN scenario, as shown in
Fig. 3. The session keys are first generated and encrypted by
the on-board UEs, and then delivered to the MRNs. The MRNs
re-encrypt the received messages, so that the target DeNB
can successfully decrypt the received messages to obtain the
session keys.

A. System Initialization

Given the security parameter κ , the MME first gen-
erates the bilinear parameters (q, g,G,GT, e) by running
Gen(κ), then chooses a symmetric encryption algorithm
Enc() and two secure one-way Hash functions H1 and
H2, where H1 : {0, 1}∗ → G and H2 : {0, 1}∗ → G.
In addition, the MME owns a private key xM , and com-
putes yM = gxM as its public key, the notations are
shown in Table I. Finally, the MME keeps the private
key xM in confidential, and publishes the system parameter

TABLE I
NOTATIONS OF OUR PROPOSED SCHEME

params = (q, g,G,GT, e, H1, H2, yM, Enc()). For each on-
board UE i, it owns a private key xi, and the corresponding
public key yi, where yi = gxi . The public key of a UE is
stored in the MME during the registration phase, and it can
be achieved by the DeNBs under the coverage of the MME.

For DeNB j, it also possesses a pair of private and pub-
lic keys, which are denoted as xj ∈ Z

∗
q and yj = H1(Lj)

xj .
Lj = (TAC||eNB_IDj) is a unique parameter which is a com-
bination of the location information and its unique identity.
The location of DeNB j is indicated by the tracking area
code (TAC), which is a unique code that is assigned by
the operator to each of its tracking area, including a group
of neighboring DeNBs. The unique identity of the DeNB j
(eNB_IDj) is also assigned by the operator during the infras-
tructure deployment phase. When DeNB j registers itself to
the MME, DeNB j delivers the public key yj = H1(Lj)

xj to
the MME, and proves the authenticity of yj using the fol-
lowing zero-knowledge proof process [26]. The MME first
picks a random number rz and a random message Mz to form
the ciphertext (aj = H1(Lj)

rz , bj = yrz
j Mz), and then delivers

(aj, bj) to DeNB j. Then DeNB j decrypts the received cipher-
text and replies the random message Mz = bj/(aj)

xj to the
MME. Thus, the DeNB j can prove that it does deliver its
public key to the MME and it does use the unique generator
H1(Lj) in the public key yj. After the validation of DeNB j,
the MME generates a re-encryption key H1(Lj)

xj/xM and dis-
tributes it to DeNB j. Since the DeNB j periodically broadcasts
the pilot signal containing the TAC and eNB_IDj in its cov-
erage area, the MRN can also produce the generator H1(Lj)

of DeNB j.
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Algorithm 1 Session Key Generation and Encryption
Data: A group of n on-board UEs obtain the location-based generator H1(Lj)
of the target DeNB j from the MRN;
Compute:

for i = 1 : n do
1. On-board UE i chooses a random number ri ∈ Z

∗
q;

2. Then on-board UE i generates c1
i with public key of the MME yM :

c1
i = (yM)r = (gxM )r = (gr·xM );

3. On-board UE i generates c2
i with the session key Kj

i :

c2
i = Kj

i · e(H1(Lj), g)r;

4. On-board UE i generates the signature sj
i with the current time

identifier Timestamp and its private key xi:
sj
i = H2(Kj

i ||Timestamp)xi

end for
Output: Cj

i = (c1
i , c2

i , sj
i), for i = 1, 2, · · · , n

B. Handover Key Management Scheme in MRN Scenario

The message flows between an on-board UE and the target
DeNB with the involvement of the source DeNB and MRN
in the secure handover key management process is depicted
in Fig. 3.

Step 1: Before the handover process, the MRN conducts
the communication channel measurement on behalf of the
on-board UEs under its coverage area. After conducting the
measurement process, the MRN generates and sends a chan-
nel measurement report to the source DeNB as a request for
handover [message (1)].

Step 2: While at the same time, the MRN generates
H1(Lj) = H1(TAC‖eNB_IDj) and delivers H1(Lj) to the on-
board UEs under its coverage. The MRN also acknowledges
the on-board UEs to prepare for the generation of the ses-
sion keys that will be utilized during the NH transmission
[message (a)].

Step 3: According to the channel measurement report, the
source DeNB determines whether the MRN representing the
on-board UEs under its coverage begins to conduct the han-
dover process or not. If the source DeNB decides to handover
to the target DeNB, it initiates a handover request to the tar-
get DeNB with the public keys of the on-board UEs attached,
which will be further utilized by the target DeNB for signature
validation [message (2)].

Step 4: After receiving the handover request from the source
DeNB, the target DeNB checks its current traffic load. If
there is enough spare resource for the on-board UEs, the
target DeNB accepts the handover request and replies its
re-encryption key H1(Lj)

xj/xM back to the source DeNB [mes-
sage (3)]. Then the source DeNB helps to deliver H1(Lj)

xj/xM

to the MRN and send a handover command to the MRN
[message (3)].

Step 5: After achieving [message (a)], on-board UE i ran-
domly generates a session key, Kj

i , which later will be shared
between on-board UE i and the target DeNB j. Then all the
on-board UEs begin to compute their encrypted session keys
and the corresponding signatures using Algorithm 1, where
sj

i is the signature of the session key Kj
i , aiming to validate

the correctness and integrity of the session key sent to the
target DeNB after the decryption process. Then the on-board
UE transmits Cj

i to the MRN. Regardless of which DeNB it is
connected to, all the on-board UEs utilize the universal public

Algorithm 2 Session Key Re-Encryption

Data: The MRN obtains the re-encryption key H1(Lj)
xj/xM from the target

DeNB j;
Compute:

for i = 1 : n do
The MRN derives ĉ1

i from c1
i and H1(Lj)

xj/xM :
ĉ1

i = e(c1
i , H1(Lj)

xj/xM ) = e(g, H1(Lj))
r·xj ;

Update Ĉj
i:

Ĉj
i = (ĉ1

i , c2
i , sj

i);
end for

Output: Ĉj
i, for i = 1, 2, · · · , n

key of the MME yM for the session key encryption instead of
exploiting the public key of the target DeNB, which saves the
computational and communication resource spent on update of
the public key. Furthermore, the generation of c1

i and c2
i can

be done offline in Algorithm 1, which can effectively reduce
the computational delay.

Step 6: Since the session key Kj
i shared between the on-

board UE i and the target DeNB j is encrypted by the public
key of the MME yM , without the private key xM , the tar-
get DeNB cannot decrypt Kj

i directly. Even though the MRN
is owned and deployed by the third party public transporta-
tion company, the ultimate goal of the deployment of the
MRN is to provide high-quality wireless access services to
the on-board UEs. Besides, the MRN possesses certain com-
putational capability. Thus, the MRN has the motivation and
ability to join in the key establishment process and functions
as a proxy. In this situation, the MRN acts as a delegate to
transfer the messages encrypted with the public key of MME
into messages, that can be decrypted with the private key of the
target DeNB without revealing the contents of the messages.
During the re-encryption process, the MRN converts c1

i into
ĉ1

i by performing Algorithm 2, then the converted message
Ĉj

i = (ĉ1
i , c2

i , sj
i) is delivered to the target DeNB, as shown in

[message (4)].
Step 7: When the re-encrypted message Ĉj

i = (ĉ1
i , c2

i , sj
i)

arrives at the target DeNB, the target DeNB j first decrypts
the session key generated by the on-board UE i with its own
private key xj, and validates the accuracy of the session key
with the public key yi of the on-board UE i, as shown in
Algorithm 3.

Correctness: We first validate the correctness of the decryp-
tion process of Kj

i at the target DeNB j

Kj
i = c2

i
(
ĉ1

i

)x−1
j

= Kj
i · e

(
H1

(
Lj

)
, g

)r

(
e
(
g, H1

(
Lj

)r·xj
))x−1

j

= Kj
i · e

(
g, H1

(
Lj

))r

(
e
(
g, H1

(
Lj

))r·xj
)x−1

j

= Kj
i · e

(
g, H1

(
Lj

))r

e
(
g, H1

(
Lj

))r . (4)

Then we check the correctness of the signature verification
process by exploiting the following mathematical process:

e
(

sj
i, g

)
?= e

(
H2

(
Kj

i

∣
∣
∣
∣Timestamp

)
, yi

)
. (5)
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Algorithm 3 Session Key Decryption and Signature
Verification
Data: The DeNB j gets Ĉj

i, i ∈ {1, 2, · · · , n};
Compute:

for i = 1 : n do
1. The DeNB decrypts the session key Kj

i with xj:

Kj
i = c2

i

(ĉ1
i )

x−1
j

= Kj
i ·e(g,H1(Lj))

r

e(g,H1(Lj))
r ;

2. The DeNB conducts the following computation:
e(H2(Kj

i ||Timestamp), yi);
3. The DeNB checks whether:

e(sj
i, g)

?= e(H2(Kj
i ||Timestamp), yi);

end for
Output: Kj

i , for i = 1, 2, · · · , n

Step 8: After the signature verification, the symmetric ses-
sion key Kj

i is successfully established between the target
DeNB j and the on-board UE i, and it is used to protect the
control-plane and data-plane transmission.

Thus, we can achieve the objective of the secure key estab-
lishment between the target DeNB and the on board UEs under
the help of the MRN.

V. SECURITY ANALYSIS

In this section, detailed security analysis of the proposed
handover key management scheme is given to demonstrate
that it satisfies the requirements of the efficient secure session
key establishment, backward and forward key separation, and
collusion-resistance.

1) The Proposed Handover Key Management Scheme Can
Efficiently Achieve the Goal of Secure Session Key
Establishment Between the On-board UEs and the Target
DeNB: When each on-board UE uses the public key yM

of the MME for the session key encryption, the ciphertext
(c1

i , c2
i ) for the session key Kj

i shared between the on-
board UE i and the target DeNB j can only be decrypted
by the MME with the private key xM , which is

Kj
i = c2

i

e
(
c1

i , H1
(
Lj

))x−1
M

= Kj
i · e

(
H1

(
Lj

)
, g

)r

e
(
gr·xM , H1

(
Lj

))x−1
M

. (6)

Therefore, no one else can obtain the session key Kj
i at

this stage. As the MRN possesses computational capabil-
ity and has the motivation to conduct the re-encryption,
the MRN converts the messages encrypted by the pub-
lic key yM of the MME into messages which could be
decrypted by the private key xj of the target DeNB. After
the re-encryption, only the target DeNB can decrypt
the session key Kj

i with its private key xj, as indicated
in (4). To guarantee the correctness and integrity of the
decrypted session key, a signature sj

i is introduced to fur-
ther prevent the MRN from distorting the session key.
Thus, the goal of the secure session key establishment
can be achieved.

2) The Proposed Handover Key Management Mechanism
Can Achieve the Backward and Forward Key Separation
of the Session Keys During the Handover Process:
During each handover, the session key Kj

i shared
between the target DeNB j and the on-board UE i is

generated randomly by the on-board UE i, and transmit-
ted to the target DeNB via the MRN without revealing
the content of the session key. Since one session key
is randomly generated and can only be utilized once,
the compromise of one session key cannot further cor-
rupt the other sessions keys shared between the on-board
UE and the other DeNBs. Furthermore, during each
session key establishment process, the corresponding
re-encryption key H1(Lj)

xj/xM for the session key are
distinctly different at different Lj, the forward and after-
ward DeNB cannot decrypt and obtain the session key.
As a result, the backward and forward key separation
can be achieved during the handover key management
in the MRN scenario.

3) The Proposed Handover Key Management Mechanism
Can Resist the Collusion Attack Between the Corrupted
DeNB and the MRN: Suppose DeNB h is corrupted by
an attacker and colludes with a malicious MRN, and
the goal of collusion is intended to reveal the transmis-
sion content of DeNB j. In our scheme, if we do not
introduce the location-based generator H1(Lj) in the re-
encryption key, i.e., H1(Lj)

xj/xM becomes gxj/xM , and c2
i

will be computed as c2
i = Kj

i · e(g, g)r. Therefore, when
DeNB h and the malicious MRN intend to reveal the
session key Kj

i , the malicious MRN can transform c1
i

with the re-encryption key gxh/xM of DeNB h and obtain
the following:

ĉ1h
i = e

(
gxMr, gxh/xM

) = e(g, g)xhr. (7)

Then, the session key can be gained by the DeNB h with
its private key xh

Kj
i = c2

i
(
ĉ1h

i

)x−1
h

= Kj
i · e(g, g)r

e(g, g)r . (8)

Since our proposed scheme introduces H1(Lj) in the
re-encryption key H1(Lj)

xj/xM , obviously, the above
collusion does not work. Therefore, the goal of the
collusion attack resistance can be achieved.

VI. PERFORMANCE EVALUATION

In this section, we evaluate the performance of the proposed
handover key management scheme in the MRN scenario,
in terms of the computational delay of DeNB, MRN, and
on-board UE, the communication overhead of the DeNB and
on-board UE transmission, and the storage costs of DeNB,
MRN, and on-board UE.

A. Computational Cost

TUE, TMRN, and TDeNB denote the average computational
cost of an on-board UE, an MRN, and a DeNB, respectively.
The experimental environment is a desktop with dual-core
3.10 GHz processor and 8.00 GB installed memory, using
the type A pairing in the Java Pairing-Based Cryptography
Library [27]. We test the value of TUE, TMRN, and TDeNB 1000
times, and their average values are reported as 13.3, 10.1, and
21.2 ms, respectively.
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Fig. 4. Computational delay of DeNB, when TMRN ≤ TDeNB.

Fig. 5. Computational delay of DeNB, when TMRN > TDeNB.

Assume there are n on-board UEs and m MRNs installed
on a public transportation, and we also assume that the MRNs
and the target DeNB have the ability of conducting parallel
computation, i.e., four calculations can be carried out simulta-
neously. Thus, there are 
(n/4m)�+1 on-board UEs allocated
to each MRN.

As shown in Fig. 4, when TMRN ≤ TDeNB, the bottleneck
of the computational delay is TDeNB, that is, the second on-
board UE needs to wait a short time for the DeNB to conduct
decryption and signature verification after the re-encryption of
the MRN. In this case, the time consumption for the on-board
UE with the maximum computational delay is

Tmax-UE = TUE + TMRN +
(⌊ n

4m

⌋
+ 1

)
TDeNB. (9)

When TMRN > TDeNB, as shown in Fig. 5, the correspond-
ing time consumption of the on-board UE with the maximum
computational delay is denoted as

Tmax-UE = TUE +
(⌊ n

4m

⌋
+ 1

)
TMRN + TDeNB. (10)

Under both cases, the time consumption of the on-board
UEs with the minimum delay keeps the same, i.e., the com-
putational delay of the first on-board UE, which is Tmin-UE =
TUE + TMRN + TDeNB. In our proposed handover key manage-
ment scheme, we use (9) to calculate the maximum delay of
the on-board UEs, since TMRN ≤ TDeNB. And the total time
consumption of the target DeNB during the session key estab-
lishment process is Ttotal-DeNB = mTmax-UE. Since there are
m MRNs installed on the public transportation, and the time
consumption of the target DeNB with one MRN equals the
maximum transmission delay of the on-board UE.

To validate the efficiency of the proposed group handover
key management scheme, we compare the proposed scheme
with the sequential handover scheme, that is, on-board UEs
conduct the handover separately. The time consumption of
each on-board UE without exploiting the group handover is
Tmin-UE, and the total time consumption of the target DeNB
is T

′
total-DeNB = nTmin -UE.

In Fig. 6, we compare the computational delay of the tar-
get DeNB with and without exploiting the group handover
scheme with varying number of the on-board UEs, which is
from 20 to 80. As shown in Fig. 6, with more on-board UEs,
the computational delay of the target DeNB becomes longer,
when the number of the MRN is set to be 1 and 2, respec-
tively. As shown in Figs. 6 and 7, the computational delay of

Fig. 6. Comparison of computational delay of DeNB with respect to the
number of UE.

Fig. 7. Comparison of computational delay of DeNB with respect to the
number of MRN.

the DeNB in our proposed group handover scheme is always
shorter than that in the sequential handover scheme, which
shows the efficiency of our proposed scheme in terms of the
DeNB’s computational delay.

Given the same parameter setup, we simulate and compare
the computational delay of the target DeNB with and without
exploiting the group handover scheme by choosing different
number of MRNs, which ranges from 1 to 4. As shown in
Fig. 7, the total computational delay of the target DeNB (with
and without exploiting group signature) increases with respect
to the increase of the number of MRNs, when the number
of the on-board UEs are set to be 40 and 60, respectively.
This is explained by the fact that for multiple MRNs, the
computational delay of the on-board UE and the MRNs in
Ttotal-DeNB are calculated multiple times. In the sequential han-
dover scheme, the computational delay of the target DeNB
T

′
total-DeNB almost keep the uniform, this is explained by the

fact that each on-board UE calculates the computational delay
independently.

Since the proposed group handover key management
scheme not only needs to consider the computational delay of
the DeNB but also needs to evaluate the computational delay
of the on-board UEs, which is related to the quality of service
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Fig. 8. Computational delay of UE with respect to the number of UE.

Fig. 9. Computational delay of UE with respect to the number of MRN.

of the on-board UEs. Thus we compare the maximum, aver-
age, and minimum computational delay of an on-board UE
in the group handover scheme in Fig. 8, when the number of
MRN is set to be 2 and 3. With the increase of the number of
the on-board UEs, the maximum and average computational
delay of the on-board UE increases. This is because with more
on-board UEs, the maximum and average waiting time of the
on-board UEs are longer.

The computational delay of the on-board UE is also related
to the number of the MRN, so we compares the maximum,
average, and minimum computational delay of the on-board
UEs. We simulate the computational delay of the on-board
UEs by choosing different number of MRN, which is from
1 to 5. As shown in Fig. 9, with more MRNs, the maximum
and average computational delay of the on-board UE decrease.
This is because the increase of the number of the on-board
UEs lead to the decrease of the number of the on-board UEs
attached to each MRN, the maximum and average waiting time
of the on-board UE decrease.

As shown in Fig. 10, we show the maximum computational
delay of UE with respect to the increase of number of MRN
and UE. The maximum computational delay of UE increases
with respect to the increase of the number of UE under the
same number of MRN. While with the increase of the number

Fig. 10. Maximum computational delay of UE with respect to the number
of MRN and UE.

of MRN, the maximum computational delay of UE decreases
under the same number of UE.

B. Communication and Storage Overhead

In order to analyze the communication overhead, we assume
that both the MRN and the DeNB successfully re-encrypts
and decrypts the received messages. For each MRN, since
the length of the generator H1(L) is 1024 bits, the total
throughput caused by the location-based generator is calcu-
lated as ThroughputLB = 1024 ∗ m bits. For the on-board UEs
under the coverage of one MRN, the introduced throughput
is ThroughputUE = 3 ∗ 1024 ∗ n bits. The overall through-
put taking the 1024 bits re-encryption key transmission into
consideration is 1024 + 1024 ∗ m + 3072 ∗ n ∗ m bits.

We analyze the storage overhead of the handover key man-
agement scheme, from the perspective of the three involved
entities. For the on-board UEs, the occupied storage space for
the public key of the MME is 1024 bits. The storage space
of the MRN for the re-encryption key is also 1024 bits. From
the perspective of the DeNB, the storage space of the public
keys belongs to the on-board UEs is 1024 ∗ m ∗ n bits.

VII. RELATED WORKS

This paper is related to the secure handover key manage-
ment scheme via mobile relay in LTE-A networks. In this
section, we discuss some related work on the concept and
characteristics of mobile relay, and we also review the key
management during handover in LTE-A networks.

A. Mobile Relay Networks

The study of the MRN has attracted great attention in
LTE-A networks, and we make a brief review on some current
directions of the MRN related to this paper [11], [14], [28].
One direction mainly concentrates on the comparison between
architectures for the mobile relays. Chen et al. [11] investi-
gated the network architecture of the mobile relays, that is, the
packet data-gateway and the serving-gateway selection dur-
ing mobile relay handover processes. The other direction is
related to the mobility management scheme, that is, group
handover [14], [28]. The group handover is investigated under
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the scenario that when on-board UEs are traveling in a public
transportation, they will be stay in close distance with each
other and perform handovers simultaneously which may lead
to the network congestion and blocked handover [29], [30].
The group handover strategy treats the on-broad UEs under
the coverage of one MRN as a group, so that the signaling
overhead and handover delay can be reduced and it can also
decrease the rate of radio link failure. Chae et al. [31] proposed
a novel eNodeB-to-eNodeB handover scheme for high speed
moving vehicular femtocell networks, by utilizing an outside
transceiver to perform handover, the connections between out-
side transceivers and eNodeBs are maintained seamlessly, and
the outage probability is reduced compared to conventional
handover scheme. However, very limited efforts have been
made on the issues of security and key management scheme
in mobile relay networks [32].

B. Handover Key Management

There have has been a few research works related to the key
management strategies during the handover process in LTE-A
networks [18], [19], [21], [33]. Han and Choi [21] identified
the possible threats of desynchronization attacks during the
handover key management, which may disrupt the forward
key separation, and leaving the subsequent keys vulnerable to
be compromised. Currently, the most effective way to avoid
the desynchronization attack is using the root key update,
i.e., the EPS-AKA [33]. The EPS-AKA process involves the
mutual authentication between the UE and the core network,
and the corresponding key derivation. However, this authenti-
cation method requires the transmission of the UE’s identity,
and the transmission of UE identities through the MRN brings
potential threats to the on-board UEs. In this paper, we develop
a novel secure key management scheme in mobile relay net-
works without the transmission of the identities, and it also
does not bring computational load to the core network. To the
best of our knowledge, this paper is the first key management
scheme in mobile relay networks.

VIII. CONCLUSION

In this paper, we have proposed a secure handover key
management scheme in the third-party owned MRN scenario,
which mainly concentrates on establishing secure session keys
between the on-board UEs and the target DeNB while exploit-
ing the third-party owned MRNs during the key establishment
without disclosing the content of the session keys. Detailed
analysis shows that the proposed secure handover key man-
agement scheme can successfully establish the session keys,
achieve the requirements of the backward and forward key
separation, and resist the collusion attack. We also conducted
the performance evaluation in terms of computational cost,
communication overhead, and storage cost to demonstrate the
effectiveness and efficiency of our proposed scheme, and the
tradeoff between the number of MRNs and the computational
latency was deliberately discussed. In our future work, we
plan to carry on smart-phone-based and real public transporta-
tion scenario-based experiments to verify the effectiveness and
efficiency of the proposed handover key management scheme.
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