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Abstract—Cyber threat intelligence sharing is emerging as an 

important tool for network security as it can identify evolving 
threat patterns and prevent attackers from replicating their early 
success across the Internet. However the types of information 
sharing being practiced today are at the tactical level focusing on 
specific attacks, e.g. characteristics of a piece of malware, and 
black listed IP addresses and domains. In this paper we argue 
sharing cyber intelligence at a more strategic level is needed. By 
strategic information we mean information about salient 
common features of groups of attacks and attackers. Strategic 
information allows us to take actions that are much closer to the 
source of the attacks. For example instead of block an IP address 
as opposed to shutting down the botnet. We propose at set of 
strategic cyber threat indicators and show how they can be 
derived using an IDS log from a large commercial enterprise. 

Keywords— security analytics; information visualization; cyber 
threat intelligence; machine learning; intrusion detection 

 

I. INTRODUCTION  

With increasing sophistication and ever expanding scale of 
cyber-attacks cyber threat information (CTI) sharing is 
emerging as a promising mechanism to help prevent large 
scale cyber-attacks. The idea is for companies and government 
agencies to timely share cyber-attack information found on 
their networks. Similar to crimes in the physical world, a 
cyber-attack is usually successful after repeated attempts and 
the attacker uses the same or similar techniques against 
multiple targets. Like crime watch, this community oriented 
defense strategy can alert all concerned as soon as an attack 
attempt is discovered so defensive postures can be configured 
to prevent similar attacks.  Mitre Corp, with support from the 
U.S. Department of Homeland Security (DHS) established 
Structured Threat Information Expression (STIX), a standard 
data format for sharing cyber-attack information [9]. 
 
Most cyber threat information sharing platforms, e.g. Threat 
Connect, Hailataxii, X-force, contain threat information at the 
tactical level. By strategic cyber threat information we refer to 
information on salient common features of groups of attacks 
and attackers. Strategic cyber threat information can lead to 
actions aiming closer to the mastermind of cyber-attacks.  
Table 1 summarizes some of the key differences between 
strategic and tactic cyber threat information. 
 

TABLE I.  TACTIC VS. STRATEGIC THREAT INFORMATION 

 Tactic CTI Strategic CTI 
Info. 
Source 

Honey pots, incident 
reports, logs 

Analysis based on 
substantial amount of 
tactic info. 

Shared 
Attack 
source 

IP address, domains Hosting networks, 
botnets 

Action Firewall blocking Eliminate botnets, 
improve hosting policy 

 
The security community needs to identify a framework for 
sharing strategic CTI leveraging existing definition of STIX 
and TAXII. First, we must identify a set of specific strategic 
cyber threat indicators that can be timely shared. Second, we 
must define analysis methods used to obtain each strategic 
cyber threat indicator so that (a) effort of data analysis is not 
duplicated, and (b) strategic CTI from different sources can be 
compared.  In this paper we propose three strategic cyber 
threat indicators. The first indicator is network neighborhood, 
which groups attacking IP addresses based on the organization 
that owns the network. The second indicator is attack type 
distribution showing distribution of types of attacks across 
network neighborhoods. The third indicator is attack 
coordination showing evidence of coordinated activities 
between attackers.  We will demonstrate how to obtain such 
information using an IDS log from a typical commercial IDS 
system deployed at a Fortune 100 enterprise. 
 

In Section II of the paper we give a brief overview of the data 
set we used to illustrate the value of these strategic threat 
indicators. Section III describes in detail each of the three 
indicators and how they can be derived from an IDS log. 
Section IV compares our efforts with related efforts. Section V 
summarizes our contributions. 

II. DATA SET DESCRIPTION AND DATA ENRICHMENT 

The data set consists of cyber attack events captured over a 
six-month period by HP Tipping Point Intrusion Prevention 
System (IPS) instances placed within the network of a Fortune 
100 enterprise. There were over 122 million alerts in the IDS 
log. Event data was appropriately anonymized to prevent 
exposure of sensitive network configurations, then 
incrementally exported to CSV files, which we later used for 
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analysis. Each event contained the following attributes: event 
time, attack type, source IP, source port, and destination port. 
Note that as a limitation of our information protection 
agreement, exported events did not contain destination IP 
addresses, which prevented any identification of sequential or 
simultaneous attacks on specific hosts. As attribution of an 
event to an IP address was fundamental to our analysis, we 
removed from the data set any events that did not contain a 
valid source IP address. We considered two reasons for such 
events to occur. One, that many denial-of-service attacks 
require or allow an attacker to spoof the source IP address with 
an invalid one. Two, that each exported CSV file was 
constrained to a maximum size, which resulted in the final 
event of some files being truncated and therefore incomplete. 
After the data set was cleaned of recondite events, the 
remainder was enriched using the IP2Location database, which 
provided the Internet Service Provider (ISP) and geolocation 
data associated with the source IP address. Further enrichment 
of the data set using the Collective Intelligence Framework 
(CIF) and Shodan were explored, and are discussed in later 
sections.  

III. STRATEGIC CYBER THREAT INDICATORS 

A. Internet Neighborhood Analysis 

Previous research reported that blacklisted IP addresses 
tend to cluster into Internet neighborhoods [7,8], or Internet 
service providers. Two metrics were suggested to measure the 
uncleanliness of an Internet neighborhood. Spatial 
uncleanliness refers to the tendency for compromised hosts to 
cluster in unclean networks. Temporal uncleanliness refers to 
the tendency for compromised hosts to repeatedly appear in 
unclean networks. The suggestion was that tracking and 
blocking traffic from unclean Internet neighborhoods may be a 
viable strategy to improve network security. 

We first analyzed the IDS log by grouping number of 
reported events from each IP address. We used IP2Location to 
map IP addresses to their registered owners. We found that the 
top 10 IP addresses accounted for 30% of the events, the top 28 
IPs accounted for 45% of events, and top 40 IPs accounted for 
50% of events. We further broke down the top forty IP 
addresses into the following categories: 

• General threat: 31% of alerts came from hosts that were 
down, web servers, or game servers. 

• Researchers: 17% of alerts came from known reputable 
security research organizations. These include Shadow 
Server, the Open Resolver Project, and German 
universities. 

• Hosting providers: 2% of total events came from web 
hosting providers.  

The top 7 countries of origin for detected events, excluding 
those identified as research traffic, are listed in Table 2.  

 

 

TABLE II.  COUNTRIES OF ORIGNIN FOR TOP 7 ATTACK IPS 

Rank Country Percentage of 
events 

1 China 43% 

2 United States 24% 

3 Russia 17% 

4 Germany 7% 

5 Netherlands 4% 

6 Romania 4% 

7 Israel 2% 

 

We next grouped IP addresses into their assigned owners, 
referred to as the Internet Service Provider or ISP for the rest of 
the paper. Of the 131,361 ISPs in our data set, we noted 
approximately 66.31%, are allocated less than a full class C 
block. We specifically looked at two metrics in detail: total 
number of IPs involved in alerts and percentage of IP addresses 
involved for a given ISP. 

We found 207 ISPs where 100% of its IP addresses 
triggered at least one alert. However, the average events per IP 
address was only 1.04. The vast majority of ISPs, 99.84%, 
have less than 1% of their allotted IP addresses involved in 
events. Table 3 lists the top 10 ISPs based on the percentage of 
IP addresses that triggered events. We also list the average 
number of events triggered by each IP address. 

TABLE III.  TOP 10 ISPS BASED ON PERCENTAGE OF IP ADDRESSES 

Rank ISP Average 
alerts/IP 
address 

Percent 
IP 
address 

1 Comcast Cable Inc. 2.46 0.058

2 Verizon Wireless 3.11 0.047

3 Comcast Cable Holding 3.32 0.046

4 AT&T Internet Service 2.28 0.037

5 Cox Communications 2.69 0.036

6 Charter Communications 2.33 0.030

7 Verizon Online 3.66 0.023

8 Qwest Communications 3.29 0.023

9 Time Warner Cable 2.78 0.011

10 Amazon Technologies 10.15 <0.001

 

As one of the primary objectives of this level of analysis is 
to help cyber security engineers make risk-based decisions, an 
attempt is made to establish a projected measure of 
maliciousness for a given Internet neighborhood. Using ISPs as 
the basis, we calculated the average of events that would be 
triggered by an arbitrary IP address within its assigned range. 
Table 4 lists the top 10 ISPs with the highest average events 



per allotted IP addresses, these were ISPs where almost all of 
its IPs are reported in alerts. 

TABLE IV.  TOP 10 ISPS WITH HIGHEST AVERAGE EVENTS PER 
ALLOCATED IP ADDRESSES 

Rank ISP Average 
events/IP 

Total IPs

1 Business Static Service 6.86 14

2 Bidwell Title & Escrow 
CHI 

4.50 2

3 Widomaker 4.50 2

4 Direct Bassett 2.22 5

5 Sila Heating & AC 2.22 5

6 SCI TEC INC 2.20 2

7 BRSTL BO Police Hall 2.20 5

8 PRU Homesale YWGC 1.67 3

9 Barry Swenson Builder 1.50 4

10 Karmart Auto Nissan 1.20 5

 

A very small number of IP addresses generate a large 
percentage of all events. The top 10 ISPs in terms of event 
count contributed nearly half (49.89%) of all events, and 
originated from 1433 distinct IP addresses, approximately 
0.05% of those recorded. This suggests those IP addresses 
could be easily blacklisted and blocked at the network 
perimeter, rather than blocking traffic originating from 
anywhere within the ISP. However, attackers can bypass 
blacklisting with ease by changing hosts periodically, and may 
use public blacklists to identify those to abandon. A relatively 
small percentage of all recorded IP addresses, 2.98%, triggered 
only a single event, but they account for 26.35% of all recorded 
ISPs. The vast majority of IP addresses reported are involved 
in only a few attacks and may otherwise engage in legitimate 
business. Blocking by Internet neighborhood must depend on 
the type of neighborhood. It may be difficult to block large 
Internet service providers serving a significant percentage of 
one’s customer base. However, it is feasible to identify hosting 
providers with a history of hosting compromised machines. ISP 
providing cellular services may present challenges, as attacks 
launched from mobile devices over a cellular network could be 
forwarded from any in a large pool of the carrier's allotted IP 
addresses. We noticed that prominent cellular ISP providers are 
among ISPs hosting attack IPs. 

B. Attack type distribution 

We performed analysis on types of attacks detected by the IDS 
for any patterns of interest. A majority of the alerts were either 
reconnaissance scans or potentially denial of service attacks, 
e.g. DNS version requests and half-open TCP packets. Given 
that large amount of attack traffic originate from land based 
ISP, cloud computing platforms, and cellular ISP, we looked 
at attacks from these source in more detail and revealed some 
interesting patterns. The number in parentheses besides each 

ISP represents its rank in terms of the number of events which 
originated from it.   
 
For cellular carriers, we focused on the dominant attack types 
originating from the ISP with the highest event count 
controlled by three major US carriers: Verizon Wireless (51), 
AT&T Mobility (62), and T-Mobile USA Inc. (93). 
Combined, they account for approximately .56% of all events. 
Only seven event types constitute greater than 99% of all 
events originating from these ISPs, some of which originated 
from only one of these ISPs, as shown in Table 5.  

TABLE V.  DOMINANT ATTACK TYPES FOR THREE MAJOR US CELULAR 
ISPS 

Event Type Percent ISPs 
TCP: Invalid TCP Traffic: Possible 
Recon Scan (FIN no ACK) 

53.7 All 

HTTP: Server 500 Error  20.3 All 
Invalid TCP Traffic: Possible Recon 
Scan (SYN FIN) 

10.0 T-Mobile 

SSL: Handshake Failure 7.3 All 
HTTP: Curl Web Page Retrieval 
Attempt 

5.3 AT&T 

IP: Fragment Bad MF Bits 2.0 Verizon 
UDP: Length Invalid 1.3 Verizon 
 

For attacks originating from land-based ISPs, we selected 
five under US-based providers with the highest contribution to 
events: Time-Warner Inc. (27), AT&T Internet Services Inc. 
(33), AT&T Services Inc. (173), Comcast Cable 
Communications Inc. (38), and Comcast Cable 
Communication Holdings Inc. (45). Combined, they 
contributed approximately 1.89% of all events, over 99.3% of 
which were of six different event types, as shown in Table 6. 
Notably, with the exception of SIPVicious Brute Force SIP 
Tool, all event types in this list also appear in the list for 
cellular carriers, but with different probabilities. In particular, 
HTTP Server 500 Errors were roughly four times more likely 
to originate from one of these land-base ISPs than from one of 
the cellular ones.    

TABLE VI.  DOMINANT ATTACK TYPES FOR THREE MAJOR US LAND-
BASED ISPS 

Event Type Percent ISPs 
HTTP: Server 500 Error 79.39 All 
SIP: SipVicious Brute Force SIP 
Tool 

9.00 All 

HTTP: Curl Web Page Retrieval 
Attempt 

5.81 All 

SSL: Handshake Failure 4.10 All 
TCP: Invalid TCP Traffic: 
Possible Recon Scan (FIN no 
ACK) 

0.62 AT&T, 
Time-Warner 

HTTP: Curl Web Page Retrieval 
Attempt 

0.41 Time-Warner 

 



The three cloud platform ISPs we chose to examine 
exhibited very different behavior than either the cellular or 
land-based ISPs. We examined event types from Amazon Inc. 
(28), Amazon Technologies Inc. (42), and Google Inc. (35), 
which combined contributed approximately 1.37% of all 
events. Of these, 99.75% were of one of seven types, as shown 
in Table 7. Interestingly, only event type to also appear in 
either the cellular or cloud service providers' lists is HTTP Curl 
Web Page Retrieval Attempt, though it appears here with a 
significantly higher probability. 

TABLE VII.  DOMINANT ATTACK TYPES FOR THREE MAJOR US CLOUD 
COMPUTING  PROVIDERS 

Event Type Percent ISP 
HTTP: Curl Web Page Retrieval 
Attempt 

62.13 
 

Both 

HTTP: Windows Executable 
Download 

30.24 
 

Google 

HTTP: Apache HTTP Server-X-
Forwarded-For-Denial-Of-Service 

3.32 Both 

HTTP: Soft Hyphen Obfuscated URL 1.73 Both 
SIP: SipVicious Brute Force SIP 
Tool 

0.86 Amazon 

TCP: Header Length Invalid e.g. 
Fragroute 

0.76 Amazon 

TCP: Header Incomplete 0.70 Amazon 
 

We found the variation in the top event types sourced from 
ISPs of the three identified categories to be surprising. It 
suggests that attackers are tailoring their attacks to the type of 
resources each tends to have available. For instance, mobile 
devices have limited computing power, and are therefore not 
well suited to launching DDoS attacks. However, they have 
high utility when used to launch distributed reconnaissance 
scans, such as fingerprinting target servers using invalid TCP 
packets.   

C. Coordinated attacks 

Cyber attacks can be divided into two main categories: 
unintelligent and intelligent. The former are frequently 
executed by malicious programs or inexperienced attackers, 
both of which launch exploits simplistically against targets 
that are chosen opportunistically and at random. In those 
instances, little valuable cyber threat intelligence can be 
derived from the attacker. The latter, however, are executed by 
more skilled attackers who employ strategies designed to 
overcome the matured cyber defenses of specific targets. One 
such strategy, intended both to circumvent threat detection and 
to overwhelm certain defense mechanisms, such as IDS and 
IPS, is to launch attacks from hundreds or thousands of hosts 
in a coordinated fashion. As this requires an attacker (which 
may be a group of individuals) to marshal a large number of 
computing resources, it is reasonable to assume at least some 
of those resource may be used in multiple attacks over time - 
against single or multiple targets. Therefore, detecting, 
identifying, and characterizing the hosts participating in 
coordinated attacks can help security engineers to prioritize 

their efforts and contribute to valuable strategic cyber threat 
intelligence. 
 
We explored two overall strategies for coordinated attack 
detection: a statistics-based, bottom-up approach, and an 
exploratory visualization-based approach, each of which 
contributed to a case study.   
 
Statistics-based approach 
 
Our statistics-based approach begins with the simple assertion: 
that two hosts may be engaged in a coordinated attack if they 
each trigger the same exploit at approximately the same time. 
Relative to our data set, this meant finding the sets of all IP 
addresses identified as the source of any event of a given type 
within the same recorded minute. We explored aggregations 
of smaller and larger duration, and chose to settle on one 
minute; that option appeared to provide adequate granularity 
while also maintaining manageable storage and computational 
requirements. We acknowledge the potential for members of 
the set of hosts or any given event type and minute to be 
characterized by coincidence; uncoordinated attackers 
happened to trigger the same event type in that same time. 
Therefore, we used this aggregated data set as a starting point 
for discriminating more compelling indicators of coordination, 
of which we explored two general views: temporal and 
behavioral.  
 
Under the temporal view, hosts controlled by the same 
attacker may exhibit similar attack behavior over time, 
particularly if centrally controlled, such as in a botnet. Thus, 
we looked for similarities in the first observed, last observed, 
and event counts for hosts executing the same event type. This 
analysis resulted in discovery of a large number of incidents 
where a given host triggered a given event type only during a 
simple recorded minute in the entire data set, which we coined 
a one-off. These are noteworthy because this behavior would 
be atypical of unintelligent attackers such as hosts infected by 
self-propagating malware or those controlled by spammers or 
script-kiddies. Further analysis of such events revealed that 
often, a large number of one-offs were detected for the same 
event type in a short period of time, which would not likely 
result from software errors. This activity could be explained if 
those hosts only executed the exploit because they were 
carefully controlled by a botnet or similar mechanism. 
Findings of this type contributed to our Gnu Bash Remote 
Code Execution case study described below. A second 
interesting discovery were a large number of one-offs for 
certain event types that curiously occurred at similar minutes 
within the hour, but at different periods of the day. This 
suggests these attacks were programmed to occur at regular 
intervals and may have been executed by multiple instances of 
the same software. This analysis contributed to the Wget Web 
Page Retrieval Attempt case study described below. 
 
Under the behavioral view, we consider that successful 
compromise of a system may involve a variety of exploits 



being executed in combination. Therefore, we identified 
groups of event types that were each triggered by the same IP 
address during the same minute, and then further identified the 
sets of IP addresses that triggered the same combinations of 
events at the same times. An additional benefit of this 
approach was identifying the correlation between certain 
attack types, which may allow cyber threat analysts to create 
tuned IDS/IPS rules that more readily detect coordinated hosts 
that are individually contributing a minimal combination of 
complementary exploits, which would otherwise go unnoticed 
amid the constant 'background noise' of events. 
 
Machine learning /visualization-based approach 
 
This approach was holistic and exploratory in nature. Our 
initial step was generating histograms by event count over 
time for individual event types to identify interesting features 
in the data, such as spikes or repeating patterns. As a result, 
we hoped to recognize related and possibly coordinated attack 
behaviors that could not be directly correlated using our 
statistics-based approach. We focused on two scenarios: 
groups of hosts triggering a given attack in a similar manner 
but at different times, and groups of hosts triggering different 
attacks in a similar manner and at the same time. The first 
scenario would be evidence of one or more attackers using the 
same tools, such as shared attack scripts. This information 
assists a cyber threat analyst to prioritize research efforts and 
tailor defensive strategies to the tools being used.  
 
Each alert from the IDS log is treated as a tuple (IP, Attack 
type, time). We divide time into 5-minute intervals. All events 
with the same 5-minute window share the same time value in 
the tuple. We then applied an unsupervised learning method 
[10] to cluster these tuples. Our goal is the find groups of IPs 
performing the same attack during the same 5-minute window. 
Such groups of IPs may represent coordinated attacks from a 
botnet. Figure 1 shows a typical attack pattern where each line 
represents activity of an IP address over time. Columns in the 
figure represent different time windows and the color/shape of 
the dot represent different attack types.  
 
In vast majority of cases, attacks are not synchronized, as 
illustrated by the random distribution of dots in Figure 1. This 
method is promising to quickly discover clusters of attacks 
that may represent coordinated (synchronized) attacks. Figure 
2 shows a cluster we found  that is likely the result of small 
botnet where all members of this group is performing the same 
action at approximately the same time. 
 
This example could reveal more complicated strategies in 
which coordinated attackers can use an effective combination 
of exploits while avoiding detection by keeping network 
traffic volume per exploit and per host below common alert 
thresholds for DDOS. Motivations for this example include a 
better awareness of the skill of your threat actors and fine-
tuning automated detection and response capabilities.  
 

Fig. 1. Typical attack distribution over time 

 
Fig. 2. A possible coordinated attack distribution over time 

 
 
One must be mindful that with any analysis involving large 
amounts of data, a pattern like shown in Figure 2 could be due 
to statistical coincident. Other plausible security explanations 
must be found to validate these findings. Analysis following 
this example was responsible for initial discovery of events 
detailed in the Gnu Bash Remote Code Execution case study. 
It is a good example of using the exploratory approach, the 
statistical approach, and security analysis to identified 
coordinated attacks. 
 
Gnu Bash Remote code execution case study 
 
Gnu bash remote code execution vulnerability was a first 
discovered in Sept 2014 and often referred to as “Shellshock”. 
TippingPoint was informed on Sept. 25 and many systems 
were not patched until Oct. 2014. The IDS log we analyzed 
showed high volumes of shellshock attacks on Sept 26 for 
about 1.5 hours. After this day no shellshock attacks were 
reported in the IDS log. This attack came from 4,867 IP 
addresses. These addresses belonged to 1,562 registered ISPs. 
The largest block, 549 addresses, belonged to Akamai 
Technologies Inc. The most reasonable explanation for such 
an attack is a coordinated botnet. 
 
Wget Webpage retrieval attempt case study 
 
Wget and Curl are often used maliciously to download files. 
We discovered a large number of both Wget and Curl attempts 



throughout the IDS log. We found 2,531 distinct IP addresses 
issued Wget at four different time windows: 0:46, 0:47, 1:46, 
1:47. Alerts for each address range from 1 to 303 with an 
average of 33 events per IP address. Due to these Wget 
instances appearing in coordination consistently at these 
specific time windows throughout the IDS log data, we may 
reasonably attribute this attack to a botnet that were 
programmed to recur at these times. 
 
Other coordinated reconnaissance events 
 
We found 15 IP addresses from Hurricane Electric Inc. issued 
“NTP Monitor List Request Command” together for 2,048 
minutes. We found 3 IP addresses from Prolexic Technologies 
Inc. issued “IP: Length Invalid e.g. Whisker” together for 
15,057 minutes. Some other coordinated attacks of interest 
include “SSL: Handshake Failure” (event count: 414,109), and 
“SSH Login Attempt on Non Standard Ports” (event count: 
37,508).  
 
A common characteristic of all the examples we discussed 
above is that they have low traffic volume.  So a botnet 
detection mechanism on an ISP network that is looking for 
DDOS attackers may easily miss them. 

IV. COMPARISON WITH RELATED WORKS 

Our analysis of spatial and temporal distributions of attacks 
from internet neighborhoods suggest blocking ISP with lots of 
attack IPs as suggested by [8] is not a viable option as it can 
deny access of legitimate users.  However, tracking internet 
neighborhoods where concentrated attacks are coming from 
can be a good strategy to foster constructive dialogs between 
enterprises that are recipients of large cyber-attacks and 
internet providers to collaboratively reduce attack traffic.  

Previous work on detecting coordinated attacks is mainly 
associated botnet detection. Their focus is on detecting 
computers that may be part of a botnet on a given network 
[11], such as an ISP or a large enterprise. Such research has 
looked for coordinated attacks based data collected from the 
network where attacks originate. We explored the approach to  
look for coordinated attacks based on incoming attack traffic to 
a given network.  Future research is needed to combine the two 
approaches where coordinated attacks detected using 
techniques discussed in this paper can be shared with ISPs 
where the attacks originated to find botnets.  

There is a significant body of research on using log analysis 
to improve security, such as detecting web application flaws 
[1,2],  DOS attacks [3],  and APT activities [4]. More recently 
researchers have started to use big data analysis techniques to 
detect early-state infections, e.g. [5,6]. We are not aware of any 
previous work to detect coordinated attacks based on IDS logs. 

We attempted correlate our findings on attack IP addresses 
to publically available information sources in the same time 
window. We took a random sample of 10,000 IP addresses and 
queried Shodan. We found very few matches. We looked up   a 
sample of IP addresses in the IDS log on other public 

blacklisted IPs (CyberDNA Internet Watch , Collective 
Intelligence Framework and Spamhause) to see if others have 
reported  attacks originating from these IP addresses during the 
same time frame. Again we found no matches. This suggests 
publicly available threat intelligence has limitations and we 
need to encourage more threat information sharing by private 
companies. 

V. CONCLUSION 

State-of-the-art threat intelligence sharing could be 
enhanced by sharing more strategic threat information. 
Through a case study of analyzing an IDS log from a private 
company, we demonstrated how this could yield useful 
strategic threat information without disclosing sensitive 
information. We identified the following strategic threat 
information: internet neighborhood, attack type distribution, 
and attack coordination. 

A common challenge for finding patterns in large data sets 
is how to estimate the statistical significance of the finding.  
We were able to validate some of the findings based on 
additional security and application contexts.  

ACKNOWLEDGMENT  

We acknowledge the contributions of Andrew Mannikus in 
comparing our results with CIF. 

REFERENCES 
[1] Detecting Attacks on Web Applications from Log files, 2008, SANS 

Institute Reading Room site, https://www.sans.org/reading-
room/whitepapers/logging/detecting-attacks-web-applications-log-files-
2074.  

[2] P. Dange, and D. Shah “Web Log Analysis for Security Compliance 
Using Big Data” International Jouranal of Advanced Research in 
Computer Science and Software Engineering, 5(3), March 2015. 

[3] G. Munz, and G. Carle, “Real-time analysis of Flow Data for Netowrk 
Attack Detection” in Proceedings of the 10th IFIP/IEEE International 
Integrated Network Management, pp. 100-108, 2007. 

[4] N. Virvilis, O. Serrano, and L. Dandurand, “Big Data Analytics for 
Sophisticated Attack Detection”, ISACA Journal, Volume 3, 2014 

[5] B. Nafziger, Practical Attack Detection, Analsysi, and Response Using 
Big Data, Semantics, and Kill Chians within the OODA Loop, 2015. 
SANS Institute Reading Room Site, https://www.sans.org/reading-
room/whitepapers/warfare/practical-attack-detection-analysis-response-
big-data-semantics-kill-chainswithi-35990. 

[6] A. Oprea, Z. Li, T. Yen, S. Chin, and Sumayah Alrwais, Detection of 
Early-Stage Enterprise Infection by Mining Large-Scale Log Data, 2014, 
http://arxiv.org/abs/1411.5005. 

[7] M. G. Cesar, Internet Bad Neighborhoods. No. 12. Giovane Cesar 
Moreira Moura, 2013. 

[8] M. Collins, T.J. Shimeall, S. Faber, J. Janies, R. Weaver, and M. De 
Shon, “Predicting future botnet addresses with uncleanliness” in 
Proceedings of the IMC. CERT network Situational Awareness Group, 
2007. 

[9] MITRE. STIX-Structured Threat Information Expression. Available: 
stix.mitre.org/. [Accessed: Jan-24-2016]. 

[10] A. McCallum,   "MALLET: A Machine Learning for Language 
Toolkit."     http://mallet.cs.umass.edu 2002. 

[11]  G. Gu, R. Perdisci, J. Zhang, and W. Lee. “ BotMiner: Clusting Analysis 
of Network Traffic for Protocol- and Structure- Independent Botnet 
Detection” USENIX Security Symposium 2008. 

 

This work is sponsored in part by a grant from the National Science 
Foundation 1129190. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /blex
    /blsy
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /Cmb10
    /CMB10
    /Cmbsy10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /Cmbx10
    /CMBX10
    /Cmbx12
    /CMBX12
    /Cmbx5
    /CMBX5
    /Cmbx6
    /CMBX6
    /Cmbx7
    /CMBX7
    /Cmbx8
    /CMBX8
    /Cmbx9
    /CMBX9
    /Cmbxsl10
    /CMBXSL10
    /Cmbxti10
    /CMBXTI10
    /Cmcsc10
    /CMCSC10
    /Cmcsc8
    /CMCSC8
    /Cmcsc9
    /CMCSC9
    /Cmdunh10
    /CMDUNH10
    /Cmex10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /Cmff10
    /CMFF10
    /Cmfi10
    /CMFI10
    /Cmfib8
    /CMFIB8
    /Cminch
    /CMINCH
    /Cmitt10
    /CMITT10
    /Cmmi10
    /CMMI10
    /Cmmi12
    /CMMI12
    /Cmmi5
    /CMMI5
    /Cmmi6
    /CMMI6
    /Cmmi7
    /CMMI7
    /Cmmi8
    /CMMI8
    /Cmmi9
    /CMMI9
    /Cmmib10
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /Cmr10
    /CMR10
    /Cmr12
    /CMR12
    /Cmr17
    /CMR17
    /Cmr5
    /CMR5
    /Cmr6
    /CMR6
    /Cmr7
    /CMR7
    /Cmr8
    /CMR8
    /Cmr9
    /CMR9
    /Cmsl10
    /CMSL10
    /Cmsl12
    /CMSL12
    /Cmsl8
    /CMSL8
    /Cmsl9
    /CMSL9
    /Cmsltt10
    /CMSLTT10
    /Cmss10
    /CMSS10
    /Cmss12
    /CMSS12
    /Cmss17
    /CMSS17
    /Cmss8
    /CMSS8
    /Cmss9
    /CMSS9
    /Cmssbx10
    /CMSSBX10
    /Cmssdc10
    /CMSSDC10
    /Cmssi10
    /CMSSI10
    /Cmssi12
    /CMSSI12
    /Cmssi17
    /CMSSI17
    /Cmssi8
    /CMSSI8
    /Cmssi9
    /CMSSI9
    /Cmssq8
    /CMSSQ8
    /Cmssqi8
    /CMSSQI8
    /Cmsy10
    /CMSY10
    /Cmsy5
    /CMSY5
    /Cmsy6
    /CMSY6
    /Cmsy7
    /CMSY7
    /Cmsy8
    /CMSY8
    /Cmsy9
    /CMSY9
    /Cmtcsc10
    /CMTCSC10
    /Cmtex10
    /CMTEX10
    /Cmtex8
    /CMTEX8
    /Cmtex9
    /CMTEX9
    /Cmti10
    /CMTI10
    /Cmti12
    /CMTI12
    /Cmti7
    /CMTI7
    /Cmti8
    /CMTI8
    /Cmti9
    /CMTI9
    /Cmtt10
    /CMTT10
    /Cmtt12
    /CMTT12
    /Cmtt8
    /CMTT8
    /Cmtt9
    /CMTT9
    /Cmu10
    /CMU10
    /Cmvtt10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Dcb10
    /Dcbx10
    /Dcbxsl10
    /Dcbxti10
    /Dccsc10
    /Dcitt10
    /Dcr10
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /DoulosSIL
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KristenITC-Regular
    /KrutiDev040Bold
    /KrutiDev040BoldItalic
    /KrutiDev040Condensed
    /KrutiDev040Italic
    /KrutiDev040Thin
    /KrutiDev040Wide
    /KrutiDev060
    /KrutiDev060Bold
    /KrutiDev060BoldItalic
    /KrutiDev060Condensed
    /KrutiDev060Italic
    /KrutiDev060Thin
    /KrutiDev060Wide
    /KrutiDev070
    /KrutiDev070Condensed
    /KrutiDev070Italic
    /KrutiDev070Thin
    /KrutiDev070Wide
    /KrutiDev080
    /KrutiDev080Condensed
    /KrutiDev080Italic
    /KrutiDev080Wide
    /KrutiDev090
    /KrutiDev090Bold
    /KrutiDev090BoldItalic
    /KrutiDev090Condensed
    /KrutiDev090Italic
    /KrutiDev090Thin
    /KrutiDev090Wide
    /KrutiDev100
    /KrutiDev100Bold
    /KrutiDev100BoldItalic
    /KrutiDev100Condensed
    /KrutiDev100Italic
    /KrutiDev100Thin
    /KrutiDev100Wide
    /KrutiDev120
    /KrutiDev120Condensed
    /KrutiDev120Thin
    /KrutiDev120Wide
    /KrutiDev130
    /KrutiDev130Condensed
    /KrutiDev130Thin
    /KrutiDev130Wide
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MTExtraTiger
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SILDoulosIPA
    /SimHei
    /SimSun
    /SimSun-PUA
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /SymbolTiger
    /SymbolTigerExpert
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Tiger
    /TigerExpert
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata pogodnih za pouzdani prikaz i ispis poslovnih dokumenata koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


