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a b s t r a c t

Secure provenance that records the ownership and process history of data objects is vital to the success
of data forensics in cloud computing. In this paper, we propose a new secure provenance scheme based
on group signature and attribute-based signature techniques. The proposed provenance scheme provides
confidentiality on sensitive documents stored in a cloud, unforgeability of the provenance record, anony-
mous authentication to cloud servers, fine-grained access control on documents, and provenance tracking
on disputed documents. Furthermore, it is assumed that the cloud server has huge computation capacity,
while users are regarded as devices with low computation capability. Aiming at this, we show how to
utilize the cloud server to outsource and decrease the user’s computational overhead during the process
of provenance. With provable security techniques, we formally demonstrate the security of the proposed
scheme under standard assumptions.

© 2013 Elsevier B.V. All rights reserved.
1. Introduction

Cloud computing is a promising next-generation computing
paradigmwhich integratesmultiple existing and new technologies
such as virtualization and distributed computing. It provides un-
limited ‘‘virtualized’’ resources to users as services across the Inter-
netwhile abstracting the details fromusers.With the emergence of
commercial cloud computing platforms such as Amazon’s EC2 and
S3 [1], Google’s App Engine [2], and Microsoft’s Azure [3], cloud
computing has become more a reality than just a concept [4].

As in any existing application and system, security and privacy
play an extremely important role for the success of cloud comput-
ing, and certainly raise a lot of challenges among the many others
that cloud computing is confronted with. It is hard to imagine that
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a cloud customer, say a company, would like to store all its sensi-
tive information on cloud computing platforms, e.g., Amazon’s S3,
and put the security protection of the information at the mercy of
the cloud computing operator.

Besides the confidentiality of this sensitive information, the
user’s identity privacy, a fundamental right to privacy, is also ex-
pected in cloud computing. If the access to a cloud discloses a user’s
real identity, the user could still be unwilling to accept this
paradigm. Thus, anonymous authentication [5] is desirable in cloud
computing. Although anonymous authentication can provide pri-
vacy of a user’s identity, it is required to only provide conditional
anonymity. For example, when a group of users is authorized to ac-
cess a document, if some dispute arises in a modification, the real
user can be tracked by some designated party.

The provenance systems [6–8] have been developed to record
provenance meta-data. Given its provenance, a data object can
report who created and who modified its contents. Practical
provenance systems use a specialized recording instrument
to collect information about data processing at runtime. The
instrument annotates data with information on the relevant
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operations performed on it. The ordered collection of provenance
annotations becomes anunalterable record of data evolution called
a provenance chain. Therefore, once a dispute arises in a document
stored in a cloud, provenance is important for data forensics
to provide digital evidences for post investigation. Provenance
information has a wide range of critical application areas. For
example, scientific data processing needs to keep track of data
ownership and processing workflow to ensure the trust assigned
to the output data. In business environments, provenance of
documents is even more critical for regulatory and legal reasons.
A company’s financial reports are required to contain provenance
information on the path the data took during various stages of
processing and the principals who performed various actions on it.

Therefore, cloud computing should also provide provenance [9]
to record the ownership and process history of data objects in the
cloud in order to gain wide acceptance to the public. However,
there are many challenges to provenance in cloud computing [8],
in which we need protect the security of provenance information,
i.e., to not violate the information confidentiality and user privacy
in cloud computing. Specifically, these requirements [9] include
confidentiality of documents, unforgeability of the provenance
record, and conditional anonymity of the user’s identity.

Though secure provenance is vital to the success of data foren-
sics in cloud computing, before its deployment in cloud computing,
two critical issues have to be addressed, namely, (1) fine-grained
access control: when a document is being created, the data owner
can specify a fine-grained access control policy for the documents
stored remotely in the cloud servers; (2) low computation and
communication overhead at the data owner/user side: in cloud
computing, the computational ability is not required to be high ex-
cept for the cloud server. Actually, the devices are always assumed
to be devices with low computational capability. Thus, a prove-
nance system with low computation for data owners and users is
preferred in cloud computing.

Aiming at this, we propose a practical secure provenance
schemewith fine-grained access control based on the bilinear pair-
ing technique in this paper, which can provide trusted evidence for
data forensics in cloud computing. Our contribution in this paper
is as follows.
(1) The computation and communication overhead for the data

owner is low. Compared with the previous work [5], two new
techniques are utilized here to decrease the data owner’s com-
putational overhead. The first is broadcast encryption, which is
used by the cloud server to control the user’s access. The other
is the attribute-based signature, which is computed by users,
instead of data owners, as part of their access requests.

(2) The computational overhead for the data owner/user has been
significantly reduced by outsourcing the cryptographic oper-
ation of exponentiation in a bilinear group. More specifically,
the computation ismoved from the data owner/user side to the
cloud server by using the following two techniques. The first is
to use the two-server model [10] to compute the exponentia-
tion cooperatively. The second is to use the proxy re-signature
method [11]. As a result, we significantly reduce the complex-
ity at the user/data owner side with respect to the computa-
tion of modular exponentiation from O(k) to O(1) in terms of
the number of modular multiplications required [12], where k
represents the number of bits of the exponent.

1.1. Organization

The rest of the paper is organized as follows. In Section 2, we
present the related work for a secure provenance system. In Sec-
tion 3, the architecture and the security model for a secure prove-
nance system are given. In Section 4, we show some basic tools
whichwill be used in this paper, which include the attribute-based
signature scheme and the group signature scheme. In Section 5, a
new and efficient secure provenance scheme is given, as well as its
security analysis. We also discuss how to provide fine-grained ac-
cess control and better efficiency in this section. Finally, we draw
our conclusions in Section 6.

2. Related work

Provenance has been studied extensively in archival theory for
the purpose of asserting authenticity. In recent years, provenance
has also gained importance in digital realms and e-Science [13,14].
However, most schemes require trustworthiness of the server.
Provenance systems that do not rely on a trusted server have also
been developed [15].

Although provenance of workflow and documents has been
studied extensively in the past, very little work has been done
on securing the provenance information. To address such secu-
rity issues in provenance, Hasan et al. [8] first formally defined the
security and privacy issues of a provenance system, including con-
fidentiality and user privacy.

Recently, Lu et al. [5] proposed a new secure provenance system
to achieve user privacy and message confidentiality. The basic tool
they used is the group signature technique. For the first time, they
showed how to achieve both user anonymity and message confi-
dentiality efficiently. However, the system can only support a sim-
ple access policy, that is, only one attribute is issued to each user. It
is critical to achieve a fine-grained access control system because
such a system facilitates granting differential access rights to a set
of users and allows flexibility in specifying the access rights of in-
dividual users.

One naive approach to support provenance in cloud computing
is as follows. Each user registers to a third party and is issued a cer-
tificate of the group signature to achieve conditional anonymous
authentication. Each data owner encrypts each of his/her docu-
ment sets with a broadcast encryption by including users owning
corresponding privilege. The data owner also sends a broadcast de-
cryption key to each valid user for each document set. As a result,
when there is a user to be revoked, the data owner has to update by
re-computing all the broadcast encryptions associatedwith this re-
voked user. Thus, such a naive approach is not practical, especially
in cloud computing.

The notion of attribute-based encryption (ABE) [16,17], which
stemmed from fuzzy identity-based encryption proposed by Sahai
andWaters [18], enables for the first time public key based one-to-
many encryption with fine-grained access control. Therefore, it is
envisioned as a highly promising public key primitive for realizing
scalable and fine-grained access control systems, where differen-
tial yet flexible access rights can be assigned to individual users.
To address a complex and general access policy, two kinds of ABE
have been proposed [16]: key-policy ABE (KP-ABE) and ciphertext-
policy ABE (CP-ABE). In KP-ABE, the access policy is assigned in an
attribute private key, whereas, in CP-ABE, the access policy is spec-
ified in the ciphertext.

Attribute-based signature (ABS) [19–22] is also proposed to re-
alize fine-grained access control in anonymous authentication sys-
tems, in which a signer is defined by a set of attributes instead of
a single string representing the signer’s identity. Compared with
ABE, it does not require interaction between two participants to
realize the access control. In ABS, a user obtains a certificate for
a set of attributes from an attribute-certification authority known
as the attribute authority. An attribute-based signature assures the
verifier that a signer, whose set of attributes satisfies a (possibly)
complex predicate, has endorsed the message.

Though both ABE and ABS can be used to provide a fine-grained
access control system, they cannot revoke the user anonymity and
find out the user’s identity in a provenance record when a dispute
arises. Thus, the provenance system constructed directly from ABE
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Fig. 1. Architecture of the provenance system.

or ABS is not sufficient to provide the security required in [5,8].
One may argue that the following straightforward approach can
be used to achieve conditional anonymity and fine-grained access
control. The users first register to use the cloud computing system.
They are issued certificates for a group signature from a third party
and attribute private keys from attribute authorities. The user also
uses the group signature to perform conditional anonymous au-
thentication to enter the cloud computing system. The data owner
uses ABE to encrypt each document set with the same access con-
trol policy. If the authentication passes, the users are allowed to ac-
cess encrypted files of each data owner. As a result, the data owner
loses the control of his/her own privileged user set because all of
the users in the system with such attributes can access his data.
However, such an issue does not exist because of the broadcast en-
cryption technique in the above naive approach.

3. Provenance with multiple authorities

3.1. System model

In this paper, we consider a cloud data system consisting of
data owners W, data users U, a cloud server, attribute authorities
A1,A2, . . . ,AN , and a third-party auditor TPA; see Fig. 1. W stores
his/her sensitive data on the cloud server. U is issued attributes
from A1,A2, . . . ,AN . To access and operate the remote stored data
documents shared by W, user U needs to show his/her access
privilege to the cloud server. The cloud server is always online and
is operated by the Cloud Service Provider (CSP). The cloud server
is assumed to have abundant storage capability and computation
power. The TPA is used for tracing the identity of a dishonest user
when a dispute in some document arises. In addition, we assume
that the owner W can not only store data but also run his/her own
code on the cloud server to manage his/her data.

3.2. Design goals

In this paper, we address the problem of enabling efficient
provenance of data files stored on cloud servers, while achieving
user privacy, a fine-grained access policy, and data confidentiality.
Specifically, we want to enable the data owner to enforce an ac-
cess structure on each file, which precisely designates the set of
operations that the user is allowed to perform. Cloud servers are
prevented from learning the plaintexts of data files and the iden-
tity of users who access and operate on the files. All these security
goals should be achieved efficiently in the sense that the system is
scalable.
In summary, a secure and practical provenance system in cloud
computing includes the following five properties: (1) confidential-
ity: the content of documents should be kept secret from unau-
thorized users, including the cloud server; (2) unforgeability: a
provenance record attests the ownership and process history of
data files, which cannot be forged by unauthorized users; (3)
anonymity: the user privacy of the provenance should be protected
from the cloud server; (4) traceability: the user’s identity can be
traced from any disputed provenance record; (5) fine-grained ac-
cess control: the data owner can specify a fine-grained access
control policy over documents stored in the cloud server; (6) low
computational overhead at the data owner/user side: in cloud com-
puting, only limited computational capability is assumed for data
owners.

3.3. Access structure

In our system, each document is labeled by data owner W
with an access structure that specifies which types of user are
allowed access to the document. In this paper, the access structure
is described by a tree T . The tree-access structure can be regarded
as a generalization of traditional threshold secret sharing, where a
secret is divided intomany shares such that only userswith enough
shares can reconstruct the secret. In a tree-access structure, each
non-leaf node consists of AND and OR gates. In other words, these
nodes are described by their children and a threshold value to
represent a threshold gate. We give some notation and functions
for convenience. Let numx be the number of children of node x and
let kx be its threshold value, where 0 < kx ≤ numx. We denote the
parent of node x in the tree by parent(x). Denote by Tx the subtree
of T rooted at node x. Denote the relation R(Tx, ω) = 1 if a set
of attributes ω satisfies the access tree Tx. In our paper, the access
structure is specified in a private key. We note that this setting
is reminiscent of secret sharing schemes. For example, one can
specify a tree-access structure in which the interior nodes consist
of AND and OR gates and the leaves consist of different attributes.
Any user is allowed to access a document if the attributes satisfy
the access structure specified.

3.4. Basic framework

We denote A = {Ak} as the attributes associated with a user,
where each Ak is a set of values {vj} and vj is the value correspond-
ing to the jth attribute. For example, v1 = ‘‘Male’’ and v2 = 29,
where the first attribute is about gender and the second one is
about age. We restrict ourselves to the case that an user is entitled
to only one value corresponding to each attribute.

Recall that, in the definition of digital provenance, we have
many attribute authorities A1,A2, . . . ,AN and many users. The
TPA is responsible for the traceability. Each Ai is responsible for
the issue of a disjoint set of attributes. Each user U is entitled to a
number of attributes and can obtain a key corresponding to those
attributes from the attribute authorities.W can update documents
accompanied with specified access structure, which is associated
with attributes.

Definition 1. A provenance system with N-authority consists of
five algorithms, which are described as follows.
• Via (params, {(apkk, askk)}k∈{1,...,N})← Setup, the randomized

key generation algorithm takes a security parameter λ ∈ N
and the number of authorities N ∈ N, and outputs the system
parameters params and N public/private key pairs (apkk, askk),
one for each attribute authority Ak, where k ∈ {1, . . . ,N}.
Furthermore, the public and private key (tpk, tsk) of TPA is also
returned as the output of Setup. For simplicity, we assume that
params and ({apkk}k∈{1,...,N}, tpk) are the implicit inputs of the
rest of the algorithms.
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• Via uskk[GID, Ak] ← AKeyGen(askk,GID, Ak), the attribute
authority Ak uses its secret key askk and runs the algorithm
AKeyGen to output a signing key corresponding to the attribute
set Ak for the user with identity GID.
• Via σ ← AnoAuthR({Pk, uskk[GID, Ak]}k∈{1,...,N},m), a user

signs a message m for the policy {Pk}, resulting in a signature,
where Pk denotes a subset of the attribute domain responsible
by the authority k, and R is a predicate indicating how the policy
is related to {Ak}k∈{1,...,N}.
• Via 1/0← Ver({Pk}1≤k≤N ,m, σ ), the cloud server verifies if the

user possesses a matching set of private keys {uskk[GID, Ak]}

from each authority k. The user and cloud server achieve fine-
grained authorized access to a document after a successful
anonymous authentication if the user’s privilege satisfies the
access policy specified by the document. The user will be al-
lowed to operate on (i.e., create,modify) this document in cloud
computing systems attested with a provenance signature gen-
erated by the user. Later, anyone can check the validity, but only
authorized users can read the document.
• Via GID ← Tracking(σ , tsk), the TPA takes as input the data

stored by the cloud server, which are appended with the dis-
puted document. Furthermore, it also takes as input TPA’s pri-
vate key tsk and runs the Tracking algorithm. The output of this
algorithm is the identity of a user whose operation is disputed.

3.5. Security models

In this work, we just consider an honest but curious cloud
server. That is to say, the cloud serverwill follow our proposed pro-
tocol, but will try to find out as much secret information as possi-
ble based on the input. More specifically, we assume that the cloud
server is more interested in records of operations and contents of
data files stored. A secure communication channel between data
owners/users and the cloud server is required. Users will try to ac-
cess data files either within or out of the scope of their access priv-
ilege. Two kinds of attacker are considered in this system. (1) An
external attacker, including the server, revoked users, and other
unauthorized users. In this paper, we do not consider collision at-
tacks between the cloud server and users because the cloud server
is assumed to be honest. We also do not consider an attack of shar-
ing secrets among users, which is also difficult to prevent in other
cryptographic protocols. (2) An internal attacker, i.e., a legal user
who does not obey the rules. An internal attacker could try to ac-
cess documents with a policy which his/her attributes do not sat-
isfy.

There are four security requirements for a secure provenance
system: confidentiality, unforgeability, anonymity, and traceabil-
ity. The definition of confidentiality requires that any unauthorized
users cannot get any information about the documents stored in
cloud servers.

The definition for unforgeability requires that any user cannot
pretend to be a legal user and generate a signature for some
attributes if he/she does not have such privileges. There are two
oracles provided to the adversary: a private key extraction oracle
and a signing oracle. The definition for unforgeability also implies
security against collusion attacks, in which a group of users could
combine their secret keys and sign a message with attributes they
could not do individually.

For anonymity, we require that the signer is kept anonymous
among users with the same attributes in a signature, even to the
attribute authorities. Such a security definition is also defined in
attribute-based signature schemes. We will adopt the same se-
curity definition as defined in attribute-based signatures in our
provenance security definition.

For traceability, we require that there is an entity to reveal the
real identity recorded in the provenance when a dispute arises in
a document.
4. Basic tools

4.1. Pairing

Let G1 = ⟨g1⟩ , GT be multiplicative cyclic groups of prime or-
der p. Pairing ê : G1×G1 → GT is a bilinearmapwith the following
properties.

• Bilinearity: ê(ga
1 , g

b
1) = ê(g1, g1)ab for all a, b ∈ Z∗p .

• Non-degeneracy: ê(g1, g1) ≠ 1.
• Computability: It is efficient to compute ê(g1, g2) for all g1, g2
∈ G1.

4.2. Attribute-based signature with multi-authority

An ABS scheme consists of four algorithms: a setup algo-
rithm Setup, private key extraction algorithm Extract, signing al-
gorithm Sign, and verification algorithm Verify. We describe the
ABS scheme with multiple authorities proposed in [22]. A basic
(dk,mk)-threshold access control policy is supported, where dk is
a number predefined by each Ak. Define the Lagrange coefficient
∆i,S for i ∈ Zp and a set, S, of elements in Zp as follows:

∆i,S(x) =


j∈S,j≠i

x− j
i− j

.

Setup. Define two hash functions H1,H2 : {0, 1}∗ → Z∗p . For each
authority Ak, choose xk as his/her secret key and Tk = ê(g1, g2)xk
as his/her public key, which is also sent to the other authorities.
T =

N
k=1 Tk is also computed and published as a public key. Au-

thority Ak, where 1 ≤ k ≤ N , also shares a secret pseudorandom
function (PRF) seed skk′ with each other authority Ak′ . Ak also de-
fines a PRF seed ak and computes y′k = gak

1 , which are sent to all
the other authorities. For a user with identity GID, define a pseu-
dorandom function PRFkk′(GID) = g

akak′ /skk′+GID
1 .

Extract. To get an attribute private key for an attribute set Ak =

(vk,1, vk,2, . . . , vk,nk) fromAk where 1 ≤ k ≤ N , the userwith iden-
tityGID first gets Dkj for k ≠ j by using the anonymous key-issuing
protocol [22], as shown in the algorithm of key issuing in Fig. 1.

Furthermore, Ak randomly picks a degree-dk polynomial pk(·)
with pk(0) = xk−


k′∈{1,2,...,N}\{k} Rkk′ mod p. The attribute private

key for each eligible attribute vk,i ofAk is computed as (Dk,i,0,Dk,i,1)

= (gpk(i)
1 H1(vk,i)

ri , g ri
1 ).

Sign. Suppose a user is issued a private key (Dk,i,0,Dk,i,1) for Ak,
where 1 ≤ k ≤ N . To sign amessagemwith the proof of owning dk
attributes in anmk-element attribute set A∗k for 1 ≤ k ≤ N , he/she
selects a dk-element subset A′k and mk random values r ′i ∈ Zp for
i ∈ A∗k . He/she computes σ0 =

N
k=1[


i∈A′k

D∆i,S (0)
k,i,0


i∈A∗k

H1(i)r
′
i ]

DH2(m)s, {σk,i = D∆i,S (0)
k,i,1 g

r ′i
1 }i∈A′k

, {σk,i = g
r ′i
1 }A∗k\A

′
k
, and σ ′0 = g s

1,
with a randomly chosen value s ∈ Zp. He/she outputs the signature
σ = (σ0, {{σi}i∈A∗k

}k∈{1,2,...,N}, σ
′

0).

Verify. After receiving the signature σ = (σ0, {σi}i∈A∗k
, σ ′0) of mes-

sagem with threshold dk, check if the following equation holds:

ê(g1, σ0) 
1≤k≤N


i∈A∗k

ê(H1(i), σi)


ê(H2(m), σ ′0)

?
= T .

4.3. Group signature

Group signature, introduced by Chaum and van Heyst [23], al-
lows any member of a group to sign on behalf of the group. Any-
one can verify the signature with a group public key while no one
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Fig. 2. Algorithm description [26].
can know the identity of the signer except the group manager. We
will use the group signature scheme proposed by [24]. It consists
of five algorithms: the setup algorithm GSetup, key generation al-
gorithmGKeyGen, signing algorithmGSign, verification algorithm
GVerify, and tracing algorithm Trace. We show the construction of
the group signature scheme proposed by [24]. It consists of five al-
gorithms: the setup algorithm GSetup, key generation algorithm
GKeyGen, signing algorithmGSign, verification algorithmGVerify,
and tracing algorithm Trace.
GSetup: This algorithm selects h ∈ G1 and x, ξ1, ξ2 ∈ Zp, computes
y = e(g1, g1)x, and sets u, v ∈ G1 such that uξ1 = vξ2 = h. The
group manager’s private key is (x, ξ1, ξ2).
GKeyGen: If a user with identity ID is allowed to join this group,

the group manager computes A = g
1

x+ID
1 and returns it to the user.

GSign: To generate a group signature with the certificate A, the
user selects exponentsα, β ∈ Zp, and computes a linear encryption
of A: T1 = uα, T2 = vβ , T3 = Ahα+β . He/she also computes two
values δ1 = xα and δ2 = xβ . He/she picks blinding values rα, rβ ,
rx, rδ1 , and rδ2 at random from Zp. To sign a message m, the user
computes five values based on all the following: R1 = urα , R2 =

urβ , R3 = e(T3, g1)rxe(h, w)−α−β e(h, g1)−δ1−δ2 , R4 = T rx
1 u−rδ1 , and

R5 = T rx
2 vrδ2 . He/she then computes c = H(m, T1, T2, T3, R1, R2,

R3, R4, R5), sα = rα + cα, sβ = rβ + cβ , sx = rx + cx, sδ1 =
rδ1 + cδ1, and sδ2 = rδ2 + cδ2. The values of (R1, R2, R3, R4, R5, sα,
sβ , sx, sδ1 , sδ2) will be sent as the group signature.
GVerify: To verify the correctness of the signature, just compute
R′1 = usαT−c1 , R′2 = usβ T−c2 , R′3 = e(T3, g1)sxe(h, w)−sα−sβ

e(h, g2)−sδ1−sδ2 (e(T3, w)/e(g1, g1))c , R4 = T sx
1 u−sδ1 , and R5 = T sx

2
vsδ2 . The signature is valid if c = H(m, T1, T2, T3, R′1, R

′

2, R
′

3, R
′

4, R
′

5).
Trace: To trace the identity of a signature, this algorithm takes as
input T1T2, T3 and computes and outputs the result as T3/T

ξ1
1 T ξ2

2 .

4.4. Broadcast encryption

A broadcast encryption scheme is required in this system. As-
sume thatBE = (KeyGenBE, EncBE,DecBE) is a broadcast encryption
scheme providing revocation-scheme security against a coalition
of all revoked users [25]. More specially, KeyGenBE is the key gen-
eration algorithm that is used to generate a long-lived key for the
user, and EncBE is the encryption algorithm that is used to encrypt
documents for a privileged user group G. The group G can be dy-
namically changing, as users can be added to or removed from G;
DecBE is the decryption algorithm that is used to decrypt the ci-
phertext with a non-revoked secret key at the time the message
was encrypted.

4.5. Symmetric encryption

We also need a secure symmetric encryption scheme in the fol-
lowing constructions. Assume that SE = (KeyGenSE, EncSE,DecSE)
is a symmetric encryption scheme, where KeyGenSE is the setup
algorithm with a predefined security parameter λ, and EncSE and
DecSE are the encryption and decryption algorithms, respectively.

5. Our proposed scheme

5.1. The construction

In this section,we show the construction of the proposedprove-
nance system based on ABS. One of the reasons that we use ABS
instead of ABE is to reduce the computational overhead of the data
owner, which will be explained in the next section. For simplicity,
we provide the constructionwith a basic (dk,mk)-threshold access
control policy, where dk is some prefixed number for each author-
ity Ak. We will also show how to improve this construction and
support amore fine-grained tree structure. In our construction, we
will also use message authentication code MACk(·), where k is a
secret key. Such message authentication code can be constructed
from the hash function with a secret key.
Setup: For N authorities A1,A2, . . . ,AN , Ak is in charge of the issue
of attribute subset with nk attributes, for 1 ≤ k ≤ N . Let the value
set for attribute i of authority Ak be Vk,i. Each attribute is a multi-
value set. For example, the attribute ‘‘year’’ in a system can be de-
fined as a multi-value set {2000, 2001, . . . , 2010}. Then, choose a
security parameter 1λ and run the algorithm as shown in Fig. 2 to
obtain the public parameter and the secret key. Ak also shares a se-
cret PRF seed skk′ with each other authority k′, where 1 ≤ k ≤ N .
Ak defines a PRF seed ak and computes y′k = gak

1 , which are sent to
all the other authorities.

The TPA chooses a secret x ∈ Zp and outputs y = gx as a public
key. The public key y is sent to the cloud server.

Data owner W chooses a secret key K and encrypts all of
his/her documents with Enc(K , ·). The access control policy is also
attached after each document.

For each W and valid user set S, the cloud server runs KeyGenBE
to get the public/private key of a broadcast encryption. The server
further encrypts a random number r by running the algorithm
EncBE and publishes this ciphertext CBE .
AKeyGen: To get an attribute private key for an attribute set Ak =

(vk1, vk2, . . . , vk,nk) from authority Ak, where 1 ≤ k ≤ N , the user
with identity GID first gets Dkj for k ≠ j by using the anonymous
key-issuing protocol as shown in Fig. 2.

From the TPA, a certificate A is issued to the user as described
in Fig. 2. From the cloud server, a broadcast decryption key to be
used in the broadcast encryption algorithm is also sent to the user.
AnoAuth: Two stepswill be applied to prove that a userU is eligible
to access a document.

First, U selects xu ∈ Zp, computes Y = gxu
1 and runs the al-

gorithm GSign with certificate A. The output of GSign is (Y ∥
ts, R1, R2, R3, R4, R5, sα, sβ , sx, sδ1 , sδ2), which is used to show that
he/she is a valid group member. Here Y and a timestamp ts are
treated as a message. U also decrypts CBE , the ciphertext of the
broadcast encryption, to get r and sends h′ = MACr(Y ∥ ts) to
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the cloud server. The cloud server verifies the correctness of the
signature by running GVerify and checks if h′ = MAC r(Y ∥ ts). The
request is accepted if the verification passes, and a signature on
Y will be generated from the cloud server. Otherwise, the request
will be rejected.

The user first verifies the signature from the cloud server on
Y . If it is valid, then he/she can continue to further access a set
of documents. Assuming that the document set is attached with
access structure P that only allows users with at least dk attributes
in an mk-element attribute set A∗k for 1 ≤ k ≤ N (that is, (dk,mk)-
threshold access structure), the user proceeds as follows.

• Suppose that U has private keys of attribute set Ak for 1 ≤ k ≤
N . He/she selects a dk-element subset A′k ⊆ A∗k ∩ Ak and runs
the algorithm Sign to generate an attribute-based signature on
some randomly chosen messagem and a timestamp ts.
• After receiving the signature σ = (σ0, {σi}i∈A∗k

, σ ′0) of message
m and tswith threshold dk, the cloud server runs the algorithm
Verify to check its correctness. If the output of Verify is valid,
this indicates that the signature is indeed from some user with
dk attributes in A∗k , and the request is accepted. Otherwise, the
request is rejected. If U is eligible, the cloud server will provide
the encrypted documents encrypted with algorithm Enc(K , ·).
The user can decrypt with Dec(K , ·) to get the documents. Then
he/she can operate on (i.e., create,modify) the set of documents.
• After finish processing onM and gettingM ′,U runs the symmet-

ric encryption algorithm C = Enc(K ,M) and authenticates C as
σ ′ = H1(C)xu mod p. Upon receiving σ ′ and C , the cloud server
first verifies the validity by checking ê(σ ′, g1) = ê(H1(C), Y ).
Once the above equation holds, the cloud server accepts the
operation, and stores (C, σ ′) as well as the previous prove-
nance chain in the cloud computing system. Otherwise, the
cloud server rejects (C, σ ′).

Tracking: If some dispute arises in a stored document, the TPA can
track the dishonest user’s identity as follows. The TPA first gets
the group signature (R1, R2, R3, R4, R5, sα, sβ , sx, sδ1 , sδ2) from the
cloud server, which is stored with (C, σ ′, Y ). From the group sig-
nature, the identity GID can be pinpointed by utilizing algorithm
Trace in the group signature, where the tracing key is the auditor’s
private key.

This provenance system can efficiently add or revoke users.

• Suppose that a registered user is endowed with the privilege to
access data files of W. W only needs to perform as in algorithm
AKeyGen. He/she sends a request with the user identity to the
cloud server and asks the cloud server to include the new user
in the broadcast encryption. Then, a broadcast decryption key
to be used in the broadcast encryption algorithmwill be sent to
the user from the cloud server. Furthermore, the cloud server
updates the broadcast encryption by adding this new user.
• To revoke a user,W just needs to ask the cloud server to update

the valid user set of the broadcast encryption with another
randomnumber r ′ such that the revoked user is unable to get r ′.

5.2. Supporting more fine-grained access structure

The above construction only provides the basic threshold access
structure. In this section, we show how to extend it to the fine-
grained access control policy denoted by a tree.

Each authority Ak chooses a polynomial p(x) for each node x
(including the leaves) in an access control policy tree Tk for a user
U. These polynomials are chosen in a top-down manner, starting
from the root node r . For each node x in the tree, denote the de-
gree dx of the polynomial p(x) to be dx = kx − 1, where kx is the
threshold value for that node. For the root node r , set pr(0) = xk−

k′∈{1,2,...,N}\{k} Rkk′ mod p, and dr other points of the polynomial
pr randomly for completeness. For another node x different from
r , let px(0) = pparent(x)(index(x)), and choose dx other points ran-
domly to completely define p(x). For each polynomial, publish the
additional values for verifiable secret sharing.1

For each leaf node x, let ibe somevalue of attribute x, and choose
ri ∈R Zp. Finally, the user retains the private key Dki0 = gpx(0)

1 H1(i)ri
and Dki1 = g ri

1 .
Our provenance also provides flexible threshold values dk just

by introducing a dummy attribute set as [18]. To support 1 ≤ d′k ≤
dk, just issue a private key of a dummy attribute set with dk − d′k
elements.

5.3. Improved construction by outsourcing cryptographic operations

At the user side, there is a requirement to generate a group
signature and an attribute-based signature. Next, we show how
to reduce the computational cost at the user side by outsourcing
the exponentiation ga in group G1 to the cloud server, where g is
the group element and a is uniformly chosen from Zp. Many secure
outsourcing techniques have been proposed [15,28,11,29].

For the first technique [15], two independent servers are re-
quired in order to compute some exponentiation ga. Themain idea
of this technique is to divide g into two parts as (g1g2)a, where
g = g1g2. Then compute gb

1g
c
3g

c
4g

d+e
2 , where g1 = g3g4 and a =

d+e. Send {(g3, c)(g2, d)} to a server, and {(g4, c)(g2, e)} to another
server. The two servers will compute (gc

3, g
d
2 ) and (gc

4, g
e
2) indepen-

dently. gb
1 is computed in advance and stored by the user. To guar-

antee the validity of the results, two additional values {(a1, g ′),
(a2, g ′)}will be sent to the two servers at the same time. If the re-
sults returned from these two servers are not the same, this means
that at least one of the severs has not computed them honestly.
From the description, it can be easily seen that the information of
both g and a has been kept private. This means that neither group
information nor information about the message will be leaked.

The second technique is to use the method of proxy re-
signature. Suppose that the public keys of Alice and Bob are ga

and gb, respectively. There is also a proxy who can transform
Alice’s signature to Bob’s with a signature released by Alice, for
example H(m)a, where H is a hash function and m is a message.
Before transformation, the proxy is given some helper secret b/a
computed by Alice and Bob cooperatively. Then, with this helper
secret, the signature H(m)a from Alice can be transformed to Bob’s
signature by computing (H(m)a)b/a = H(m)b. However, the proxy
cannot generate a signature on behalf of Alice or Bob for a new
message which Alice or Bob have not released. This is the first time
in our paper that we have pointed out that such a technique can
be used to outsource exponentiation computation while keeping
the exponentiation secret. The main idea of utilizing proxy re-
signature to outsource exponentiation computation is as follows.
The user first computes A0 = ga0 and stores this value in the cloud
server. When the user needs to compute any exponentiation, such
as ga, he/she computes a/a0 and sends it to the cloud server, which
functions as a proxy re-signing key. With the value of a/a0, the
cloud server can compute and return the value of A = Aa/a0

0 = ga

to the user. The secret a is kept hidden from the server; it can be
derived from the security of the proxy re-signature scheme [11].
Compared with the first technique with the two-server model, the
second one cannot guarantee the validity of the result returned
from server.

5.4. Efficiency and security analysis

Wemainly focus on the analysis of the computational overhead
at the user side because the cloud server is assumed to have huge

1 We do not go into details here, for simplicity. It just outputs ê(g, g1)ai for the
coefficient ai in the polynomial. Please refer to [27] for details. The correctness of
the private key in the following algorithm can be checked through verifiable secret
sharing.
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computational resource and ability. At the user side, only one key
generation algorithm is required in the system for the subsequent
operations. Therefore, most of the computational overhead for
the user is the computation in the algorithm AnoAuth. In this
algorithm, one group signingGSig , broadcast decryptionDecBE , and
symmetric encryption and decryption are required, respectively.
As we have analyzed the computational cost of these algorithms
above, the details are omitted here.

There are four security requirements of a provenance system.
The confidentiality of documents can be derived directly because
of the secure symmetric encryption scheme. External attackers
cannot generate a valid group signature or valid message au-
thentication from the broadcast encryption to get the encrypted
documents. The cloud server does not know the secret K used
to encrypt the documents. Internal attackers, if they do not pos-
sess the privileges specified, cannot convince the cloud server be-
cause of the unforgeability of ABS, which is given in the following
theorem (Theorem 3). Thus, the cloud server will not provide the
encrypted document to the user. From the above analysis, only
non-revoked users with specified attributes are allowed to access
the encrypted documents and decrypt with the symmetric encryp-
tion key. Note that, in our security model, we do not consider col-
lusion attacks between the cloud server and users. Next, we show
the unforgeability of the provenance scheme based on the follow-
ing theorem. Note that the unforgeability of the provenance record
also implies that the user will not be framed by the cloud server.

Theorem 1. The provenance scheme is existentially unforgeable.

Proof. There are two steps in the AnoAuth algorithm. The group
signature (Y , R1, R2, R3, R4, R5, sα, sβ , sx, sδ1 , sδ2), which is output
by the GSign algorithm, is used to show that the user is a valid
group member. If the group signature is unforgeable, any invalid
user cannot pretend to be a group user. The second step is to use
the ABS to generate a signature σ = (σ0, {σi}i∈A∗k

, σ ′0) for some
predicate specified by the data owner. The proof cannot be forged
if the ABS is unforgeable. Because we have already shown the se-
curity of the group signature and the ABS scheme, we can get that
the provenance scheme is existentially unforgeable.

Theorem 2. The provenance scheme achieves anonymity.

Proof. The information of the user’s identity could only be leaked
from the group signature (Y , R1, R2, R3, R4, R5, sα, sβ , sx, sδ1 , sδ2),
or the ABS signature σ . However, from the anonymity of the group
signature, we know that no user except the TPA knows the user’s
identity from the group signature. As a result, the provenance
scheme achieves user anonymity.

Theorem 3. The provenance scheme has traceability.

Proof. The traceability is achieved because we use the algorithm
Trace in the group signature [24]. More specifically, from a valid
group signature, we can get (T1, T2, T3). Then, with TPA’s private
key (ξ1, ξ2), the user’s identity can be computed as T3/T

ξ1
1 T ξ2

2 .

6. Conclusion

In this paper, we have proposed a new provenance systemwith
fine-grained access control based on an ABS scheme. In this new
provenance system, the anonymity of the user is guaranteed by
using the techniques of group signature and ABS. Furthermore, be-
cause the user’s attribute private key is issued from multiple at-
tribute authorities with an anonymous key-issuing protocol, the
user’s privacy is also protected from the attribute authorities. The
computation and communication overhead for the data owner is
low because user access is moved to the cloud server by using
broadcast encryption. Furthermore, the outsourcing computation
of exponentiation is also shown to reduce the user/data owner’s
computation overhead.
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