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Recently a parallel sub-image encryption method is proposed by Mirzaei et al., which is based on a total
shuffling and parallel encryption algorithm. In this paper, we firstly show that the method can be at-
tacked by chosen plaintext attack and then propose an enhanced sub-image algorithm, which can
completely resist the chosen plaintext attack. Moreover, our improved algorithm can reduce the en-
cryption time dramatically. The experimental results also prove that the improved encryption algorithm
is secure enough. So the improved method can be used in image transmission system.

© 2016 Elsevier Ltd. All rights reserved.

1. Introduction

With the rapid development of network communication, more
and more private information need to be transmitted through
Internet. However, it is threatening that the information trans-
mitted on the Internet can be intercepted, tampered and destroyed
illegally. Among all the information transmitted on Internet, the
number of image files keeps increasing. So, the secure transmis-
sion of images has become more significant and image encryptions
has attracted scholars in both research and application fields. Due
to some intrinsic features of images such as bulk data capacity and
high correlation among pixels, traditional encryption methods like
DES, IDEA and RSA are not suitable for image encryptions. Since
chaotic systems have the features of non-periodicity, non-con-
vergence, ergodicity and sensitiveness on initial conditions, chaos-
based encryption algorithms that rely on these features have been
regarded as a promising research for image encryptions.

The classic encryption architecture is the permutation-diffusion
pattern suggested by Shannon and the chaos-based encryption
was first proposed by Matthews in 1989 [1]. In the past decade,
various chaotic systems [2—4] and chaotic cryptology methods [5-
28] are proposed including logistic map [29], Lorenz system [30],
Chen system [31] and Arnold cat map or generalized cat map in
the permutation section [32]. Therefore, many chaotic encryption
schemes have been proposed and obtained excellent results [33—
44]. But due to fatal drawbacks of short periodic and frangibility of
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resisting chosen plaintext attack, cat map is not secure for directly
applications [7,8]. The solely XOR operation designed in some
other proposed image encryption schemes [9-12] on the original.
or scrambling images are not secure because the key stream only
depends on the key not the plaintext. Therefore, it is easy to be
cracked by chosen plaintext attack [13,14]. According to the en-
cryption schemes [15-20] and there corresponding analyses [21-
23], these schemes have the same fatal drawback: in the diffusion
phase, the pixel values are changed in the static order from top to
bottom and from left to right which reveals important information
of the encryption method to the attackers. Most of the cryptana-
lyses of image encryption algorithms indicate that attackers al-
ways successfully cracked cryptosystems by using the order from
top to bottom and from left to right. In addition, small key space of
single chaotic map is another risk in security. For example, when
employing logistic map in the cryptosystem, the parameter must
be very close to 4 for generating an idea randomness. Thus, the key
space is small not to resist the attack of brute-force.

Recently, a parallel sub-image encryption algorithm is pro-
posed [24]. However, there are some fatal flaws: division of plain-
image into sub-images and the sub-images shuffling before the
total shuffling process has no use at all; the total shuffling process
is not safe; in the diffusion process, the order changing the pixel
values is in the fixed sequence. To overcome these defects, we
propose an improved algorithm which can resist the chosen
plaintext attack completely and reduce the encryption time dra-
matically. The contributions of the work are that we propose dy-
namical pixel order for diffusion and sub-images division method,
which depends on secret key only; therefore, the proposed
scheme is sensitive to the keys.

This paper is organized as follows. Section 2 gives the brief of
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the original algorithm. Section 3 shows the flaws of the original
scheme. Section 4 shows the improved sub-image encryption
scheme in detail. Section 5 presents the computer simulation re-
sults. Section 6 discusses the security analyses. Finally, Section 7 is
the conclusions of this paper.

2. The original algorithm in brief

In the sub-image encryption algorithm proposed by Ref. [24],
permutation—diffusion architecture is employed. For permutation
process, the original algorithm employs Logistic chaotic map in
division of plain-image to calculate “Random A” and obtain sub-
images before to calculate total shuffling matrix for image
permutations.

Logistic chaotic map can be described as following, which is
proved to be chaotic by Ref. [29]:

Xne1 = 4x,(1 = Xp). (1)

Although the logistic map has some drawbacks [42-44] such as
periodic windows in the bifurcation diagrams in the range of
u € [3.4, 3.9], the parameter y =4 in the logistic map has good
dynamical behaviors [36-38]. Therefore, the logistic map is fea-
sible for encryptions when u = 4.

Lorenz system [30] is often described by:

X =pX —X)
Xy = — X1X3 + X — X2,
X3 = XX — tX3 2)
where p, r and t are parameters, and when p=10, r=28 and t=8/3.
The third system is Chen's system [31]:
X4 =a(X5 — X4)
X5 = (C — A)X4 — X4Xg + CXs,
X6 = X4X5 — bxg 3)
where q, b and c are parameters, and when a=35, b=3 and c=28.
Lorenz system and Chen's system are employed to calculate
{Bx, i=1,2,3, 4} detailed in Ref. [24], for the diffusion process
[24]:
Cilrt = B! @ By) @ Glujajunya
Cifina = BN, @ By @ Gif!

Gty = Bt @ By & G,

i+M/[2,j —
Cﬂ‘lﬁz,jm/z = (Bﬂcﬂfz,ﬁw/z ® By @ Ci‘ﬂ{l&?lj' 4)
where @ represents the exclusive OR operation bit-by-bit.

C,.‘_‘jk+m(m= 1-4) represents the ciphered pixel value in (i, j)-pixel of
m sub-image. k represents the (k— 1)th iteration of the two chaotic
systems detailed in Ref. [24]. ij’“’"(m: 1-4) represents the
plaintext pixel value in (i, j)-pixel of m sub-image.

3. Flaws of the original algorithm

Although sub-image encryption algorithm proposed by [24]
has many good encryption effects, there are three fatal flaws in the
encryption process as follows:

(1) Division of plain-image into sub-images and the shuffle of
sub-images before the total shuffling process solely depend on
logistic map.

(2) The total shuffling process solely depends on logistic map.

(3) In the diffusion process, the order changing the pixel values
is in sequence without concerning values of the plaintext image.

According to the Kerckhoffs's principle [32], when cryptana-
lyzing a cryptosystem, a general assumption is that cryptanalyst
can acquire the information on the design and working of the
studied cryptosystem, i.e., for any researcher, he/she can know
everything about the cryptosystem except the secret keys for the
encryption and decryption. This criterion is a basic standard for
any encryption system in nowadays’ secure communications
networks.

Following the operations to sub-images transformed from Eq.
(4), we obtains corresponding part of sequence {By,}:

By =C¥' @ Cvjzjen) @ Bk+1
By, = (G2 @ G @ B,

BX3 - (C4I<+3 D Cak+2 ) ® BAk+3

i+M/2,j ij+N/2 i+M/[2,j
By = Citine ® Gty ® Biih v 5)

where i=M/2)+1,...,M;j=(N/2)+1,...,N. When choosing
the image with all pixel values of zero. The permutation process is
transparent and invalid. Therefore, we can get the corresponding
part of sequence { By;} which is one of the equivalent secret keys.

For “Random A”, there are 4!=24 kinds of assignment, which
can be cracked by brute-force attacks. Without loss of generality,
we assign that the “Random A” array is {1, 4, 2, 3}; P; is the chosen
plaintext image for calculating the column transformation per-
mutation matrix; Psis the chosen plaintext image for calculating
the row transformation permutation matrix.

PZ:(E E) ‘P3:(G H) ‘
F Flyxn G Hyun

where
12 . NJ2 N/2+1 N/2+2 - N
Ee 1 2 N/z P N/2.+1 N/2.+2 N _
12 . NJ2 M/2xN)2 N/2+1 N/2+2 - N M/2xN)2
1 1 1
¢=| 2 2 o 2 ,
M[2 M/[2 - M/[2 2N
M2+1 M2+1 - M[2+1
He|M2+2 M2+2 - M2+2

M[2xN/[2

When divided of plain-image into sub-images, the P, and P; can
be changed into P, and P’5:

12 . N 1 1 « 1
R N I B
12« Ny M M - My

After encrypted by the original algorithm for P, and P; re-
spectively, the corresponding ciphered images are obtained. Since
the sequence {By} is obtained, the permuted images of P; and P;
can be recovery, noted as P} and P} respectively. The total row
shuffling permutation is invalid for P’; because entire rows are
identical. Therefore, the column permutation matrix can be re-
covery by P}. The same reason can also be used for recovery of the
row permutation matrix by Pj. Thus, row transformation and
column transformation matrixes are obtained, which are equiva-
lent keys.
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Although the secret keys are unknown, we can find the
equivalent keys by chosen plaintext attack. Therefore, the original
algorithm can be cracked according to the Kerckhoffs's principle.
The equivalent keys in the original algorithm are sequence { By},
row transformation and column transformation matrixes.

4. The improved encryption method

To overcome these three defects, we improves the sub-image
encryption method to make it possible to resist the chosen
plaintext attack. The detailed encryption process is described by
following:

(1) Using logistic chaotic map and initial condition x,, divide the
plaintext image into four sub-images, follow the total shuffling
according to Ref. [24] to the four sub-images respectively.
Then conduct the total shuffling to the whole image.

(2) Shuffle the sub-images using the current x; and logistic
chaotic map according to Ref. [24].

(3) The diffusion process is almost the same as in Ref. [24] except
for the order changing the pixel value. Every four times of
iterations the logistic map uses another initial value xq to
generate a pseudo-random array as Ref. [24]. The pseudo-
random array determines the order of changing pixels. For
example, if we obtain a pseudo-random array of {3, 1, 4, 2},
we change the corresponding pixel in the order of sub-image
3, sub-image 1, sub-image 4 and sub-image 2.

5. Experimental results

We execute the encryption and decryption programs by Mi-
crosoft Visual C+ +6.0 on computer with Intel Core i7 CPU, 4 GB
memory and Microsoft Windows 7 operation system. In Fig. 1, we
show the encryption and decryption results of Lena.bmp and Ba-
boon.bmp of size (256 x256). The keys we select are:
Xo = 0.123456, xgo = 0.7654321, =03, x%= -04, x3=12,
x4 =102, x5 = — 3.5, xg =44, Ny=500, M= 500. From Fig. 1
(b) and (e), we can see that the improved sub-image encryption
method has good secret effect.

6. Security analysis

A good encryption scheme should be able to resist known
plaintext attack, chosen plaintext attack, cipher image only attack
and chosen cipher image attack. Therefore, we develop the cor-
responding experiments such as large key space, uniform dis-
tribution of cipher pixels, information entropy close to 8 and
sensitive to both the key and plaintext images.

6.1. Key space analysis

In our improved sub-image encryption method, two logistic
maps, Lorenz chaotic system and Chen's system are used. The in-
itial values of these systems are the keys. Since all the initial values
are float types with the precision of 2-32, the key space is 22°6.
Moreover, Ny, M, are also the keys. Thus, the key space in the
improved algorithm is larger than that in the original algorithm

A

(d) Original image

(e) Encryption image

(f) Decryption image

Fig. 1. Encryption and decryption results.
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Fig. 2. Histograms analysis.

after employing keys of xo and xgo.

6.2. Statistical analysis

For statistical analysis, the histogram of the ciphered image,
correlations of adjacent pixels in the ciphered image and in-
formation entropy of the ciphered image are calculated in our
improved algorithm.

(1) Histograms of Corresponding images

An image-histogram illustrates how pixels are distributed by
the number of pixels at each color intensity level. Histograms of
the original 256 Gy-scale image Lena.bmp (256 x 256) and Ba-
boon.bmp (256 x 256) with their corresponding ciphered images
are shown in Fig. 2. Fig. 2(b) and (d) indicate that the histogram of
the ciphered images are fairly uniformly distributed, which is
important for resisting statistical analysis attack.

(2) Correlations of two adjacent pixels
Ciphered image should eliminate the high correlation be-
tween pixels. For calculating the correlations between two
adjacent pixels, we randomly select 1000 pairs of two-ad-
jacent pixels from plaintext and ciphered image in vertical,
horizontal and diagonal direction respectively. Then calculate
the correlation coefficient of each pair by Eq. (5).

COV(X, ¥)

Ty = —
' /D) /Dy)

N
cov(x, y) = % Y i — ) — EQ))
i=1

1 N
DR = > i - E®))?

i=1

3
EC) == 2 X,
NS )
where x and y are gray values of two adjacent pixels in an
image. The correlation of horizontally, vertically and diagon-
ally adjacent pixels of Lena.bmp with size (256 x 256) are also
show in Fig. 3. The correlation coefficients are presented in
Table 1. Both Fig. 3 and Table 1 indicate that the correlation
the ciphered images are lower.
(3) Information entropy analysis

The information entropy is a measure of the uncertainty of
randomness which can be calculated by Eq. (6):

2N—1 1
He) = pGsilog,—,

,;) YD) ®)
where p(s;) denotes the probability of symbol s;. When a random
source producing 2! symbols, the entropy should be L. Take 256-
gray-scale image for an instance, the entropy of the image must be
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Table 1 Table 2
Correlation coefficients of two adjacent pixels in three directions. Information entropies.
Directions Original image Ciphered image [24] Ciphered image of the Test image Original image Ciphered image
improved scheme
Lena.bmp (256 x 256) 7.34824581126937 7.99688237260227
Horizontal 0.98051573371574 —0.08835249513014 —0.00316265983864 Baboon.bmp (256 x 256) 7.12732107924970 7.99715973488881
Vertical 0.95252519724865  0.00386549834541 —0.00168207118348 Cameraman (256 x 256) 7.00971628334551 7.99754623959667

Diagonal  0.93666819191441 0.00322485401485 —0.00189195881424 Goldhill.bmp (256 x 256) 7.47606452804718 7.99739506581265




X.-Y. Wang et al. / Optics and Lasers in Engineering 86 (2016) 248-254 253
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Fig. 4. Key sensitivity test.

8. Therefore, the image is random as long as its information en-
tropy is close to 8. The entropies of some plaintext images and
their corresponding ciphered images are shown in Table 2, which
are higher than the average value of 7.995 in Ref. [19].

6.3. Sensitivity analysis

A good cryptosystem should be sensitive to key. Thus, we test
the key sensitivity by using keys which are a little different be-
tween them. Fig. 4 illustrates the sensitivity of our improved
scheme to the secret key Xq, Xoo, X1, X2, X3, X4, X5, X5, No and Mo.
Fig. 1(b) is the encrypted Lena image with the parameters of
X0=0.123456, x00=0.7654321, x1(0)=0.3, x5(0)= —0.4, x5(0)=1.2,
X4(0)= 10.2, X5(0)= -3.5, X6(0)=4.4, No=500 and Mo=500.

Fig. 4(a) is the encryption result with all the parameters equal
except xg = 0.123456 + 1014, xgg = 0.7654321 + 10-14. Fig. 4(b) is
the encryption result with all the parameters equal except
x1(0)=0.3000001, x,(0)= —0.4000001. Fig. 4(c) is the encryption
result with all the parameters equal except x3(0)=1.2000001 and
x4(0)=10.2000001. Fig. 4(d) is the encryption result with all the
parameters equal except x5(0)=—3.5000001 and
Xx6(0)=4.4000001. Fig. 4(e) is the encryption result with all the
parameters equal except Ng=501 and My=501. So, it can be con-
cluded that the improved chaotic encryption algorithm is sensitive
to the key. A small change of the key will generate a completely
different decryption results.

6.4. Encryption speed

The improved algorithm is implemented in Microsoft Visual
C++ 6.0 and deployed on the computer with the Intel Core i7
CPU, 4 GB memory, 500 G hard-disk capacity and Microsoft Win-
dows 7 operation system. For parallel optimization of the im-
proved algorithm, the Intel C+ + compiler is also applied for this
multi-core processor. The time used in proposed algorithm is
86.35 ms for a 512 x 512 image encryption. However, the original
sub-image encryption method needs 55.855276s to encrypt a
512 x 512 image. In Ref. [5], the execution time is 1s when en-
crypting a 512 x 512 image. Therefore, the improved algorithm is
efficient.

7. Conclusions

In this paper, we found that the sub-image encryption method
is insecure and proposed an improved algorithm. In the improved
algorithm, the security level and the encryption speed of the im-
proved scheme have been enhanced greatly. Experimental results
show that the improved sub-image encryption scheme can resist
chosen plaintext attack, brute-force attack, statistical attack and
differential attack. In the future work, the algorithm can be
transplanted in the cloud. The multi-images encryption parallel
algorithm of the sub-images scheme will be redesigned properly.
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